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N-TRON

THE INDUSTRIAL NETWORK COMPANY

7506GX2ManagedIndustrial Gigabit Ethernet Switch Installation Guide

The NTRON 7506G X2 SeriesIindustrial Gigabit Ethernet Switch offers outstanding performance and ease

of use. It is ideally suited for connecting Ethernet enabled industrial and or security equipment and is a fu
managed swah.
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PRODUCT FEATURES

AFull IEEE 802.3 Compliance

A Four 10/ 100HFPBOBaseT(

A Two S¥GBIC)(GMabit Transceivers
(Optional)

0 1000BaseSX/LX Fiber with LC style connector

or
0 1000BaseT Copper with Rib connectors

A Extended Spedificaionsn ment al

-40° to 8C°C Surrounding AirTemperature
A ESD and Surge Prote
A Auto Sensing 10/100
MDIX
A S-aroHoreard Technology
A Ru g g-Rall Erizlbshire
A Onboard Temperature
A Rmdant Power Inputs (149VDC)
AcConfigurable BiColor Fault Status LED

FC (€ e

(UL )us

LISTED
65SN
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PRODUCT CONFIGURATIONS

A7506GX2
i Four10/1001000BaseT RJ45 Copper Ports,
andtwo optional SFRransceivers

Supported SFP (MinGBIC) Fiber Transceivers:
NTSFRSX (LC Style Connector, up to 550m)
NTSFRLX-10 (LC Style Connector, up to 10km)
NTSFRLX-40 (LC Style Connector, up to 40km)
NTSFRLX-80 (LC Style Connector, up t80km)

MANAG EMENT FEATURES

A SNMP vi1, v2, v3 and Web Bro
A Cguration backup via Option&lonfiguration DevicdNTCD)
AJumbo Frame Support
A EtherNet/ I PE CIP Messaging
A Detailed Ring Map and Faul't
A -RingE Technol d¢lgaingwi t h ~30ms
Aweb Browser Management with detailed ring map and

fault location charting.
A Wi ewE OPC Monitoring
A -INi nk E Re dRing€aeuplihg N
P A gutattona@doPiud) and PlaBupport
.1Q tag VLAN and Port VL
. Popt Qéarsl DSCP

GM
02
02
LDP (Link Layer Discovery

I

8
8
L

A Port Mirroring

A 802.1d, 80 2 .(RapdSpshling TréelPro@dIT P
A D HGlignt, Server, Option 82 relay, Option 61

A L o ct#lAddressing

APort Securitp MAC Address Based
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7506G X2 Industrial Ethernet Switch Accessories

Configuration Device

Ideal for saving, or restoring switch configuration
parameters quickly without the need for a computer or
software. @e configuration device per switch is
recommended.

NTCD-128

sD Card128MB

NTCD-SD
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Copyright, © NTron Corp., 208-2009
820 S. University Blvd., Suite 4E
Mobile, AL 36609 USA

All rights reserved. Reproduction, adaptation, or translation without prior written permission fiiconN
Corp. is prohibited, except as allowed under copyright laws.

Ethernet is a registered trademark of Xerox Corporation. All other product names, company names, log
or other designations mentioned herein are trademarks of their respective owners.

The infamation contained in this document is subject to change without noti€etorNCorp. makes no
warranty of any kind with regard to this material, including, but not limited to, the implied warranties of
merchantability or fitness for a particular purposk no event shall Nl'ron Corp. be liable for any
incidental, specialindirect or consequential damages whatsoever included but not limited to lost profits
arising out of errors or omissions in this manual or the information contained herein.

Warning

Do not perform any services on the unit unless qualified to do so. Do not substitute unauthorized parts
make unauthorized modifications to the unit.

Do not operate the unit with the top cover removed, as this could create a shock or fire hazard.
Do notblock the air vents on the sides or the top of the unit.

Do not operate the equipment in the presence of flammable gasses or fumes. Operating electrical equipr
in such an environment constitutes a definite safety hazard.

Do not operate the equipmanta manner not specified by this manual.

(Revised 20147-30) Page7 of 158



SAFETY WARNINGS
GENERAL SAFETY WARNINGS

WARNING: If the equipment is used in the manner not specifieddydw Corp., the protection
provided by the equipment may be impaired.

LASER SAFETY (7506GX2Modelwith optional NTSFPLX -10,-40 and-80)

CAUTION: CLASS 1 LASER PRODUCT. Do not stare into the laser!

Contact Information

N-Tron Corp.

820 South University BlvdSuite 4E
Mobile, AL 36609

TEL: (251) 3422164

FAX: (251) 3426353

WEBSITE: www.n-tron.com

E-MAIL: N-TRON_Support@+iron.com

ENVIRONMENTAL SAFETY

WARNING: Disconnect the power and allow to cool 5 minutes before touching.

ELECTRICAL SAFETY

Must be used with Listed UL Industrial Power Supply.
WARNING: Disconnect the power cable before removing the top cover.
WARNING: Do not operate the unit with the any cover removed.

WARNING: Properly ground the unit before connecting anything else to the unit. Units not properly
grounded may result in a safety risk and could be hazardous and may void the warranty. See the groundi
technique section of this user manual for proper ways tangrthe unit.

WARNING: Do not work on equipment or cables during periods of lightnatigigy.

WARNING: Do not perform any services on the unit unless qualified to do so.

(Revised 20147-30) Page8 of 158
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WARNING: Do not block the air vents.

WARNING: Observe proper DC Voltage polarity when installing power input cables. Reversing voltage
polarity can cause permanent daga to the unit and void the warranty.

Hazardous Location Installation Requirements

1. WARNING: Explosion Hazard Substitution of components may impair suitability for Class I,
Div. 2.

2. WARNING: Explosion Hazard do not disconnect while circuit is livanless area is known to be
non-hazardous.

3. WARNING: Explosion Hzardi do not replace the device unless power has been switched off or
the area is known to be ndwazardous.

4. Use90°C or higherrated Copper wire, (0.22Nm) 2lb/ighteningtorque for fied installed
conductors.

5. The USB Port is for temporary connection only. Do not use, connect, or disconnect unless area is
known to be nothazardous. Connection or disconnection in an explosive atmosphere could result ir
an explosion.

6. The SC Card connecta for temporary connection only. Do not use, connect, or disconnect unless
area is known to be namazardous. Connection or disconnection in an explosive atmosphere could
result in an explosion.

Please make sure thBGBGX2Ethernet Switch package coms the following items:

1. 7506GX2Switch
2. Product CD

Contact your carrier if any items are damaged.
Installation

Read the following warning before beginning the installation:

WARNING

Never install or work on electrical equipment or cabling durimgpgds of lightning activity. Never connect
or disconnect power when hazardous gasses are present.

Disconnect the power cable before removing any enclosure panel.

UNPACKING

(Revised 20147-30) Page9 of 158



Remove all the equipment from the packaging, and store the packaging in lasafeHile any damage
claims with the carrier.

CLEANING

Clean only with a damp cloth.

(Revised 20147-30) PagelOof 158



DIN RAIL MOUNTING

Install the unit on a standard 35mm BRail. Recesthe 506GX2uni t t o all ow at | e
clearance focoppercable bend radiusRecess the506GX2unit to allow atleasbo of hor i zont
clearance for fiber cable bend radidshere should be at lea® of clearance on both the top and bottom of
the unit to allow proper ventilation.

-

To install the unit to 35mm indugi DIN rail, To remove the unit from the 3%m industrial
place the top edge of the included mount DIN rail, pull forward on the unit until it disengages
bracket on the back of the unit against the DIN from the bottom of the DIN rail. Rotate the bottom
at a 15° angle as shown. Rotate the bottom ol of the unit towards you and up at an approximate
unit to the back (away from you) until it snaps ir 15° upward angle to completely remove the unit.
place.

1

URMK 1000-PM

MostN-Tr onE products are designed to be mounted o
rail mounting may not be suitable for all applications. OniversalRack MountKit (P/N: URMK) may be
used to mounthe 7506GX2enclosurdo standard 19" rackgnd our Panel Mount Assembly (P/NXOO-
PM) may be used to mount ti&06GX2enclosure to a panel or any other flat surface

MLHTIHTHEITun

S S N W =N X N X N X N X N X By
X R N R O\ RO\ RN RN R
O\ O\ SRR AR R AR R R A R RN
Al
N\ \\ 8 NN R NN R SN R \ O\ NN\ NN\
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FRONT PANEL

From Top to Left:

[0 LED lights when Power is supplied to the unit
USB Command Line Interface (CLI)

RJ45 Ports Auto Sensing 10/100000BaseT Connections

NTCD N-Tron Configuration Device

Gigabit Ports 1000 BaseSFP Fiber Transceivers (Optional)

NOTE: TheRM5 data pod have two LEDs locatel on each connector. Thmttom LED indicatesthe
SPEED and theop LED indicatesLINK/ACTIVITY.

LEDs: The table below describes the operating modes:

LED Color Description

GREEN Power is ON
(0} RED Power is ON and a fault condition exists
OFF Power is OFF
SPEED GREEN Link is 100QMbs

1000 | opp Link is 10/100Mis

GREEN Link established, no Activity on cable.
LNK/ACT

BLINKING Link established, Activity on cable.
OFF No Link activity between ports

(Revised 20147-30) Pagel? of 158



APPLYING POWER (Side View)

CHASSIS GROUND

V4 (Positive/10-30VDC)
V- (Negative/GND Return)
V+ (Positive/10-30VDC)

\L- (Negative/GND Return)

Unscrew & Remove the DC Voltage Input Plug from the top header.

Install the DC Power Cables into the Plug (observing polarity on unit).

Plug the Voltage Input Plug back into the top header.

Tightening torque for the terminal block power plu@.i8 Nm/0.368Pound Foot
All LED s will flash ON Momentarily

Verify the Powe LED stays ON (GREEN

Notes:
e Only 1 power supplymust be connected to power for minimal operation. For redundant power
operation, \{ and \4 inputs must be connected to separate DC Voltage sourties. device will
draw current from both sources siltameously. Use 16-28 gaugewire when connecting to the
power supply

Recommended 24V DC Power Supplies, similaNd r o R/RNTPS-24-1.3

e Input AC 115/230V e Power 2W

e Output DC 2428V ¢ 35 mm DINRail Mountable

e Output Current 1.3A @ 24V e Dimensions: 45X75X91 mm
1.0A @ 28V
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Connecting theUnit

For 10/1001000BaseT ports, plug a Category 5E twisted pair cable into the RJ45 connector. Connect th
other end to the far endasion. Verify that the LNKACT LEDs are ON oce the connection has been
completed. To connect ampprt to anothedevice (end node&Switch or Repeatgruse a standard Category
S5E straight through or crossover cable
with a minimum length of one meter and a
maximum length of 100 meters.

o= 5,

N-Tron recanmends the use of pre//
manufactured Cat5E cables to ensure the
best performance. If this is not an option

and users must terminate their own ends
on the Cat5E cables; one of the two color
coded standards shown to the right should
be utilized. If a user d&s not follow one

of these two color code standards then the
performance and maximum cable distance

will be reduced significantly, and may EIA 568A EIA 568B
prevent the switch from establishing a

link.

LU L L L
— gy ] -
o o m (a ]
< < < <
[®) S O 'S
Q ()] ()] ()]
D w0 U] wn
= [ = =
<C < < <C
&) S S (3

For LC style fiber optic connectionsemove the dust cap from tB&Pmodulesand connect the fiber optic
cables. The TX port should be connected to the RX port of the far @rmhstdhe RX portshould be
connected to the TX port of the far end station.

Warning: Creating a port to port connection on the same switehlI@op) is an illegal operation and
will create a broadcast storm which will crash the network!
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N-TRON SWITCH GROUNDING TECHNIQUES

The grounding philosophy of any control system is an integral part of the desigmonNswitches are
designed to be gumded, but the user has been given the flexibility to float the switch when required. Th
best noise immunity and emissions (i.e. CE) are obtained when-Theri\switch chassis is connected to
earth ground via a drain wire. SomeTkbn switches have mat dinrail brackets that can ground the
switch if the dinrail is grounded. In some cases,Tkon switches with metal brackets can be supplied with
optional plastic brackets if isolation is required.

Users may run a drain wire & lug from the screw juled on the back face of

the enclosure. In the event the provided grounding screw has been lost, car
should be taken to limit the penetration of the outer skin by less than 1/4".
Failure to do so may cause irreversible damage to the internal compohents
the switch.

Note: Ensure the power supply is grounded properly before applying power to
the grounded switch. This may be verified by using a voltmeter to determine
that there is no voltage difference
termiral and the chassis grounding point of the switch.

DRAIN WIRE WITH LUG CONNECTING SWITCH

CHASSISTO KNOWN GOOD GROUNDNG POINT. METALLIC

DIN-RAIL CLIP
As an alternative grounding method, both lggs of the power
input connector are connected to chassis internally on the PCB.
Connecting a drain wire to earth ground from one of the V
terminal plugs as shown here will ground the switch and the
chassis. The power leads from the power source should be limited
to 3 meters or less in length.

DRAIN WIRE WITH
LUG CONNECTING
SWITCH CHASSIS
TO KNOWN GOOD
GROUNDING
POINT.

Note: Before applying power to the grounded switch, you must use a volt meter to verify there is no volta
di fference between the power supplyds negative

If the use of shielded cables is required, it is generally recommended to only connect the shield at one en
prevent ground loops and interferethviow level signals (i.e. thermocouples, RTD, etc.). Cat5e cables
manufactured to EIA68A or 568B specifications are required for use witfirhin Switches.

METALLIC NONMETALLIC
NCNE=— SHIELDED PATCH CABLE =L

STP

STP

Note: Strain relief boots not shown for clarity purposes.

In the event all Cat5e patch cable distances are small (i.e. All Ethernet devices adandba&tesame local
cabinet and/or referenced to the same earth ground), it is permissible to use fully shielded cables termin:
to chassis ground at both ends in systems void of low level analog signals.
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RJ45 CONNECTOR CRIMP SPECIFICATIONS

Please refeence the illustration below for your Cat5 cable specifications:

0.232'+0.005—
[5.89+0.127]
I

— 0.237"+0.005
[6.02+0.13]

CAT5e CABLE

EIA 568B

CAT5e CABLE
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USBINTERFACE

The 7506GX2 Series switches provide @SB interface accessed vieh e USB connector
on the unit. This is used to access the Command Line Interpreter (CLI).

USB Cable

Connect thdJSB port of your PC and thé506GX2 Series iitch using a standardSB cable. You will
require a cable with &ype A connector for the PC end, andrgpe B connector for the 506GX2 Series
end.

USB Plug A Type USB Plug B Type PIN 4 PIN1
PIN4

: | 2t 1 | & | ]

PIN 1
PIN3 PIN 2

StandardJSB cablesre radily available from a variety of computstores
HyperTerminal

The following configuration should be used in HyperTerminal:

Port Settings: 115200
Data Bits: 8
Parity: NONE
Stop bits: 1

Flow Control: NONE
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Overview of Advanced Features

Mode of Operation

Eachporton the switch can be configured irddferentmodes of operatioas shown below

Copper Ports: 1000Basd-iber Ports
- Half Duplex - Full Duplex
- Full Duplex

- Auto Negotiation

Half Duplex

In half duplex mode he CSMA/CD media access method is the means by which two or more stations shal
a common transmission medium. To transmit, a station waits (defers) for a quiet period on the medium (t
is, no other station is transmitting) and then sends the intendesdgees biserial form. If, after initiating

a transmission, the message collides with that of another station, then each transmitting station intention
transmits for an additional predefined period to ensure propagation of the collision throughsygtém.

The station remains silent for a random amount of time (b#glkefore attempting to transmit again.

Full Duplex

Full duplex operation allows simultaneous communication between a pair of stations usiAg-point
media (dedicated chanpelFull duplex operation does not require that transmitters defer, nor do they
monitor or react to receive activity, as there is no contention for a shared medium in this mode.

Auto Negotiation

In Auto Negotiation modghe port / hardware detects the areoof operation of the station that is connected
to this port andets its mode to match the maafehe station.

Port Mirroring

A Mirroring Port is a dedicated port that is configured to receive the copies of Ethernet frames that are bej
transmittecbut and also being received in from any other port that is being monitored

Port Trunking

Port Trurking is the ability to group twametwork ports to increase the bandwidth between two machines
(switch or any work station). This feature allows groupinghajh-speed connectivity and provides
redundant conration between switches, so thatrank can act as a single link between the switches.

Quality of Service (QoS)

Quality of servicgQoS) refers to resource reservation control mechani@unality of sevice is the ability
to provide different priority to different applications, users, or fatas. Quality of service guarantees are
important if the network capacity is insufficient, especially for-temaé streaming multimediapplications
such as/oice over IR online games ankP-TV, since these often require fixed bit rate and are delay
sensitive, and in networks where the capacity is a limited resource, for example in cellular data
communication. In the absencermtwork congestiamQoS mechanisnare not required.
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Each of these thre@OSmethoddelowis included or not b&sl on the settings on the relevant browser
page:

1) Force HighPriority (Port Based)

2) IEEEB02.1pTagged QOS)or

3) DSCP(differentiated services code poin{§)FC 2474)

WhenFora High Priorityis enabled, the port basedority is included in thelecision for all ports and all
frames received on a port will use the default gEiSrity for that port in thelecison. For example, if it is
desired to have ingress frames on a pgress to the highest priority transmit queue regardless of other
factors, then enable Force High Priority and set the porfauldéort Priorityto 7.

Virtual LAN

Theswitchprovides support for setting wpggedVirtual LANs (Local Area Networks).A port may belong
to any number of Virtual LANSThe VLAN membership of a devide determined by the VLAN(S) that
have been definedf the port to which the device is connected. If a desimld move from one port to
another, it loses its current VLANembership and inherits that of the new port it is connected to.

VLANS facilitate easy administratn of logical groups of devicgélsat can communicate as if they

were on the same LANraffic between VLANS is restricted, unless the ports are explicitly cofigured
as overlapping VLANs Switchedorward unicast, multicast, and broadcast traffic @aryLAN segments
that serve the VLAN to which the traffic belongs.

A Default Virtual LAN (VID=1) exists to which a port, which is not a member of any other &iit&N,

will belong. This allows the swittch o o per at e a s when itGsrused ima hebwvorls. W port ¢s h
automatically removed from the Default VLAN when it is reconfigured to belong to another Virtugl LAN
because that is the most common openat But, if desired, the port can be included in VLAN 1 by
configuring VLAN 1 last

If switch ports are configured to transnaibd receive untagged frames, end devicealalgeto communicate
throughout thd AN. Using Tagged VLANS, the switch has thelitypto take nontagged packets in some

ports, add a VLAN tag to the packet and semait tagged ports on the switch. The VLANs can also be
configured to accept tagged packets in tagged ports, strip the tags off the packets, and send the packets |
out other untagged ports. This allows a network administrator to set up the switch to support devices on t
network that do not support VLAN Tagged packets. The administrator can also set up the ports to discarc
any packets that are tagged or to diseargl packets that are untagged based on a hybrid VLAN of both
tagged and untagged ports, and using the VLAN Ingress Filter on the switch.

For each switch port there is one and only BW¢D (port VLAN ID) setting If an incoming frame is

untagged and untggd frames are being accepted, then that frame will inherit the tag of the PVID value for
that port. Subsequent switch routing and treatment will be in accordance with that VLAN switch map. By
configuring PVIDs properly and configuring for all framestoex unt agged, the swit
VLANOG configuration in which all frames in and
be VLAN cognizant.

To understand how a VLAN configuration will perform, first look at the port on wihielframe enters the
switch, then the VLAN ID (if the frame is tagged) or the PVID (if the frame is untagged). The VLAN
defined by the VID or PVID defines a VLAN group with a membership of ports. This membership
determines whether a port is included xcleded as to frame egress from the switch.

The7506GX2 Series switch also has the ability to allow overlapping VLANs. Overlapping VLANS give
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the user the ability to have one or more ports share two or more VLAN groups. For more information and
examp es on how this coul d VAN GonfiguragomExampkd ,i mp | tehaisse
document,and/aa ur websi teds t ec h RETPanovatlapping MiANsissnot Not e
supported and the system will automatically disable RSTP on alléldgvlest VID VLANS that have
overlapping ports.

Rapid Spanning Tree Protocol

The Rapid Spanning Tree Protocol as specified in IEEE 8020112 is supported. One Spanning Tree per
nonoverlapping VLAN is supported. The Rapid Spanning Tree Protocol (R&iieysedes the Spanning
Tree Protocol (STP) which was described in IEEE 80219B8. The RSTP is used to configure a simply
connected active network topology from the arbitrarily connected bridges of a bridged network. Bridge
effectively connect justie LANs to which their forwarding ports are attached. Ports that are in a blocking
state do not forward frames. The bridges in the network exchange sufficient information to automatical
derive a spanning tree.

RSTP allows for much quicker learning métwork topology changes than the older STP. RSTP supports
new and improved features such as rapid transition to forwarding state. RSTP also sends out new BPI
every hello time instead of just relaying them. RSTP interoperates with older STP switdhtisdpypack

to the older STP when the older BPDUs are detected on bridge ports. The user can also manually confic
bridge ports to use the older STP when desired.

SNMP Traps

The 7506GX2switch supports up to 5 SNMP Trap Stations to which SNMPsTvalb be sent. The switch
supports fivestandard traps; bk Up, Link Down, Cold StartWarm Startand Authentication Errors

SNMP Traps will be sent to all thteap stations configured on the switethen the corresponding trap is
enabled

IGMP Snooping

IGMP Snooping is enabled by default, and the switdllug and Playfor IGMP. IGMP snooping provides
intelligent network support for multicast applications. In particular, unneeded traffic is reduced. IGMF
Snooping is configured via the web consal®d if enabled, operates dynamically upon each power up.
Al s o, there can be manual only or manual and
addresso can be used whether | GMP Snooping is &€

IGMP Snooping will function dynamidlg without user intervention. If some of the devices in the LAN do
not understand IGMP, then manual settings are provided to accommodate them. The Internet Grc
Management Protocol (IGMP) is a protocol that provides a way for a computer to repaitticasngroup
member ship to adj ac e-iron75068CX2stitehes pdovideouterdike fuhctiogalit a s ¢
Multicasting allows one computer to send content to multiple other computers that have identifie
themselves as interested in recegyithe originating computer's content. Multicasting can be used to
transmit only to an audience that has joined (and not left) a multicast group membership. IGMP version z
formally described in the Internet Engineering Task Force (IETF) Request fom€@ats (RFC) 2236.
IGMP version 1 is formally described in the Internet Engineering Task Force (IETF) Request for Commen
(RFC) 1112. The506GX2supports v1 and v2.
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N-Ring

N-Ring is enabled by default, and the switclPlag and Pay for N-Ring excet that initially one must
enable an NRing enabled device to be theRing Manager for a given 4Ring. Subsequently, 4Ring
operates dynamically upon each power uingN-Tron's proprietaryN-Ring technology offers expanded
ring size capacity, detatefault diagnostics, and a standard heglitime of 30ms. The {Ring Manager
periodically checks the health of tié-Ring via health check packetH. the N-Ring Manager stops
receiving thehealth check packets, it timesit and cowmerts the NRing to a bakbone within 30ms. \Wen
using allN-Ring enabledswitches in the ring, a detailed ring map and faadation chart is alsprovided
ontheN-Ri ng Man ager 6NRingstitus Is also wentdrom theRihg Manager to the NView
OPC Server to ideifiy the health status of the ring. Up to 286Ring enabled switchesan participate in
oneN-Ring topology. Switches that do not have-Ring capability may be used in anfing, however the
ring map and faulocation chart cannot be as detailed at thesations.

N-Link

The purpose of MNink is to provide a way to redundantly couple aiRivg topology to one or more other
topologies, usually other-Ring topologies. Each4Nink configuration requires 4 switches:-INhk

Master, NLink Slave, NLink Primary Coupler, and NLink Standby Coupler. NLink will monitor the link
status of the Primary and Standby Coupler links. While the Primary Coupler link is healthy, it will forward
network traffic and the Standby Coupler link will block network trafif@ghen a problem is detected on the
Primary Coupler link, the Primary Coupler link will block network traffic and the Standby Coupler link will
forward network traffic. While the \link Master and Slave are in communication via the Control link,

only one @upler link (Primary or Standby) will forward network traffic while the other Coupler link will
block network traffic.

CIP

The CIP (Common Industrial Protocol) feature allow3idn switches to directly provide switch
informationand configuration acce$s Programmable Logic Controller (PLC) and Human Machine
Interface (HMI) applications via a standardized communication protocol. For example, a PLC may be
programmed to monitor port links orRing status and cause a status indicator to turn red on &if M

port goes link down or if NRing has a faultCIP is formally described i®DVA Publication Number
PUB0000X(V ol ume 1: Common | n d,amsdtPublicatibn NBmbert PWB06J02 ( CI| P E
(Volume 2: Ethernet/IP Adaptation of QIPN-Tron provide€EDS and ICO filesN-TRON_CIP_Tags.pdf

is for a particular environment, but reveals the tags available.

DHCP

The Dynamic Host Configuration Protocol (DHCP) provides configuration parameters to Internet hosts.
DHCP is built on a clierserver model, wherdesignated DHCP server hosts allocate network addresses
and deliver configuration parameters to dynamically configured HOBISP is controlled by RFC 2131

The N-Tron DHCP Switch can be configured to bBHECP Client. Alternately the Nron DHCP swith

can be configured to beHCP Server, a DHCP Relay Agent, or both.

For more detailed information onNon DHCP featuregeferencehttp://www.ntron.com/tech_docs.php
Undero Wh i t e, spedipsiag DHGP to Minimize Equipment Setup Tilm&nderdnstallation Guides
and User ManuafseefiDHCP Technical Instructionsfo 708 / 716/ 7018 / 7506
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DHCP Client

The switch will automatically obtain an IP assignment from a DHCP Server, onalbyi Fallback to a
configured IP assignment if unable to get an IP assignment from a DHCP server. Communication betwee
the client and server can optionally go through a DHCP Relay Agent.

DHCP Relay Agent

DHCP Relay Agent (Option 82) allows communioatbetween the client and server to cross subnet and
VLAN boundaries It also allows for a device on a specific port to receive a specific IP address and if the
device is replaced, the replacement receives the same IP address as the original device.

DHCP Server

DHCP Server allows DHCP Client devices to automatically obtain an IP assignment. IP assignments can
set up as a dynamic range of IP addreasagable to any client devicer specific IP addresses based on
the clients MACaddressClient ID (Option 61), or Relay Agent connection (Option 82).

LLDP

Link Layer Discovery Protocoll{LDP) is aLayer 2discovery protocol that allows devices attached to an
IEEE802 LAN to advertise to other devices the major capabilities they have and to storatiaio they
discover in a MIB that can be accessed through SNMEEDP is formally described in IEEE Standard
802.1AB.

Port Securityd MAC Address Based

The Port Security feature restricts access to the switch by only accepting dynamically learned MA
addresses and manually entered MAC addresses as authorized. Dynamically learned MAC addresses
those that the switch detects on any port whil ¢
designate the ports that the address is authorized\ aran-authorized MAC address will be discarded and
will be shown on the intruder log.
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TROUBLESHOOTING
1. Make sure th€) (Power LED) is ON.

2. Make sure you are supplying sufficientrient for the version choserNote: The Inrush
current will exceed the sady state current by ~ 2X.

3. Verify that Link LEDs are ON for connected ports.
Verify cabling used between stations.
5. Verify that cabling is Category 5E or greater for [I@MAVbit operation.

SUPPORT

ContactN-Tron Corp. at:

TEL: 251-342-2164

FAX: 251-342-6353

E-MAIL: N-TRON_Support@+tron.com
WEB: www.n-tron.com

FCC STATEMENT

This product complies with Part 15 of the F@@Rules.

Operation is subject to the follovwgrconditions:

(1) This device may not cause harmful Interference

(2) This device must accept any interference received, including interference that may cause
undesired operation.

NOTE: This equipment has been tested and found to comply with the limits for aAGlagtal device,
pursuant to Part 15 of the FCC Rules. These limitsl@segned to provide reasonable protection against
harmful interference in eesidential installation. This equipment generates, uses, and can radiate radio
frequency energy and, ibhinstalled and used in accordance withitisructions, may cause harmful
interference to radio communications. Operabbthis device in a residential area is likely to cause
harmful interference in which case the user will be required to ¢dheinterference at his/hewn
expense.

INDUSTRY CANADA

This Class A digital apparatus meets all requiresehthe Canadian Interferen€ausing Equipment
Regulations. Operation is subject to the following two conditiongh({d)device digital appanas meets
all requirements of the Canadian Interfere@eeising Equipment Regulations. Operation is subject to
the following two conditions; (1this device may not cause harmful interference, and (2) this device
must accept anyterference received, inaing interference that may cause undesired operation.

Cet appareillage numérique de la classépond a toutes les exigenced'mgerférence canadienne
causant des reglements d'équipement. L'opération est sujettkeux conditions suivantes: (1) ce
dispositif peut ne pas causer l'interférence no@vé€2) ce dispositif doit accepter n'importe quelle
interférence recue, y compligmterférence qui peut causer l'opération peu désirée.
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Web Software Configuration

Web Management

Ent er t headdressih anjnvieb brdwBer and login to the web management featureNeT tbe
switch

A N-TRON - Microsoft Internet Explorer
- File Edit View Favorites Tools Help

€ O |ﬂ @ ;‘] ,..-":j Search ‘HE::(’ Favorites .E{} [_:v ‘e M-

Address | hitp://192.168.1.201/

Default:
User Name:admin
Password:admin

/= 192.168.2.224 Login - Windows Internet Explorer

B8

@‘.\-— ) » jg http:f/192.168.1.201/login.ssi
. File Edit View Favorites Tools Help

¢ Favorites | @ 192.168.2.224 Login B+ S | Y @ v Page v Safety v Toolsv @@~

N-TRON

TNE INOUSTRIAL NETWORK CONPANY N
: ey

N 7506GX2

N-TRO

User Name: [ ]

Password: | !
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Web Management- Home

When the administrator first logs onto ld-Tron Fully Managedswitch the default home ga will be

displayed. On the left hand side of the screen there is a list of configurable settings that the switch will
support. This section of the manual will go through each and every choice listed on the left hand side of t
screen and explain how tonfigure those settings. In the center of the main home page the administrator
can see some basic information like what firmware revision the switch is running. The firmware can be
upgraded at a later time in the field usiFigTP.

/= 192.168.2.224 N-TRON Switch fb:a2:c0 - Windows Internet Explorer

@ Jv &) 192,168.2.224 v B4 x|

File Edit Wiew Favorites Tools Help

i!f:"i ~ B Y = + Page r Safety » Tools - i@lv

.
- @ Administration

@0HCP Product Information
@LLDP

-@Ports - - — -
.Statistics Name N-TERON 7308GX2
@LAN Software Version 313

- @EBridging

@RSTP Build Date  Oct § 2009 at 13:32:30

@IGMP Boot Loader BL 2031
- @N-View
@N-Ring Copyright N-TEON Corp.

T:? Favarites @ 192.168,2,224 N-TRON Switch Fbiaz:c0

Frilf IWDCETREAL N THWORE COMNPANT

:N‘Liﬂk URL  http: wasw n-tron.com
- @CIP

@Firmware/Config
@ Support
- @BPCL
@ User Management
i @Logical View
S @Home
& Config
[ @Help
— @Logout

Copyright @ 2008-2009
N-TRON Corp.
All rights reserved.
http://www.n-tron.com

Logged in as: admin
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Web Managementi Menu Structure

To the left, there is a menu whighshown fullyopenedoelow. The pages opened by each of the individual
selections are described in the rest of this section. The use of each of these pages is also described in th
section. In most ahe descriptions, only the right side of the page is shown.

|- @Administration
o System
& SNMP
JFault
@DHCP
- @Server
@ Setup Profiles
& Setup IP Maps
i & View Bindings
=l @Relay & Local IP
@ Setup
@LLDP
& Configuration
& FPorts
& Status
& Statistics
@Forts
& Configuration
=l @MAC Security
JdLlearning
& Authorization List
@ Intruder Log
& Mirroring
#Trunking
@05
@ Statistics
@ Ports Statistics
JFPorts Utilization
@'VLAN
& Cenfiguration
@Eridging
#Aging Time
JUnicast Addresses
& Multicast Addreszes
& Show MAC By Port
@RSTP
i & Configuration
- @IGMP
& Configuration
& Show Groups
@ Show Routers
JRFilter Ports
@N-View
& Configuration
& Ports
@N-Ring
& Configuration
@ Adv Configuration
& Status
@ N-Link
& Configuration
& Status
= @CIP
& Configuration
& Status
@Firmware/Config
@TFTP
@ Support
& Web Site
& E-mail
@ BFCL
& User Management
JLogical View
JHome
& Config
JHelp
& Logout
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Administration T System

The System tab under the Administration category, lists various information about the switch:

When the IP Configuration is in eithBHCP or Static Mode:
IP Configuration
Method used to obtain an IP Address, Subnet Mask and Gateway Address
IP Address
Contains the wrrentIP Address of the device.
Subnet Mask
Contains the rrentSubnet Mask of the device.
Gateway
Containghe arrentDefault Gateway of the device.
MAC Address
MAC Address of the device.
System Up Time
This parameter represents the total time count. This time has elapsed since the switch was turriRESHEN or
Name
It shows the name of the product, whiclvais alphanumeric and special characters (#, only.
Contact
The person to contact for system issues, which should be someone within your organization.
Location
The physical location of the switch.
Temperature:
The calculated ambient temperature nbardwitch. This calculation is only valid after a wanmperiod.
Upper Threshold:
The highest temperature for the switch without causing a fault to occur. The threshold is specified as an integer in
C degrees. The range is fre60°C to 100°C, and the félt is product dependent.
Lower Threshold:
The lowest temperature for the switch without causing a fault to occur. The threshold is specified as an integer in
C degrees. The range is fre60°C to 100°C, and the default is product dependent
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System Configuration View

| Modify | [ Refresh |
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Administrationi System Conti nuedé

When the IP Configuration is in DHCP Mode the following information is added:

Client ID
Option used by DHCP clients to specify their unique identifier. The identifier may be the MAC address,
switch name, or entered as a tstxing or hex characters.

Fallback IP Address
Contains the configured FallbatiR Address of the device.

Fallback Subnet Mask
Contains the configured Fallba8ubnet Mask of the device.

Fallback Gateway
Contains the configured Fallbackateway of the dewe.

System Configuration View

IP Configuration DHCP

Client I = 00:07:af*fd:58:c0
Hex = 0007 affd38:0

IP Address = 192.168.1.175
Subnet Mask | 2552332330
Gateway | 192.168.1.1
Fallback IP Address | 192.168.1.201
Fallback Subnet Mask 2352332330
Fallback Gateway | 182.168.1.1
MAC Address = 00:07:affd:58:c0
System Up Time = 0 days, 0 hours, 0 mins, 47 secs
Name | N-TEON Switch fd:38:c0
Contact  N-TEON Admin
Location | Mohile, AL 36609
Temperature 9°C 48°F
Upper Threshold 80°C, 176°F
Lower Threshold -40°C, 40°F

| Modify | | Refresh
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Administration 1 System Conti nuedé

By selecting the Modify button,
Address, Subnet Mask, Gateway, Name, Contact information, and the Location of the switch through the
web management features, depending on the IP Configuration. It is recommended to change the TCP/IP

information through the Command Line Interface (CLI) initially, but it defaults to the following:

IP Configuration
IP Address
Subnet Misk
Gateway

(Revised 2014/-30)

T Static

1 192.168.1.201
T 255.255.255.0
1 192.168.1.1

you

System Configuration

IP Configuration

IP Address
Subnet Mask
Gateway

Name

Contact
Location

Upper Threshold

Lower Threshold

Static  »

192.168.1.201
255.255.255.0
192.168.1.1

M-TROM Switch fd:58:c0
MN-TRON Admin
Mobile, AL 36609

a0 '

-40 C

Update ][ Cancel ]

wi ||
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Administration 1 System Conti nuedé

If the IP Configuration mode is set to DHCP and the Fallback IP address is changed from the default IP
address, then the switch will use the Fallback addressesifthelRf i gur ati on i snot r
server in 2 minutes after initial boot. If Fallback address is used, DHCP Client will stop sending requests.
the IP Configuration is received from a DHCP server, it will never fallback, even if the leage is los

System Configuration

IP Configuration | OHCPp W

ClientID ' pAC Address +
00:07:afFd:38:c0

Fallback IF Address | 192 1551 201
Fallback Subnet Mask 25R 2EE 95E [}

Fallback Gateway | 192 15311

Name . TRON Switch fd-58:c0
Contact || TRON Admin

Location || \15hile AL 36609

Upper Threshold g C

Lower Threshold 40 C

Update ] [ Cancel ]
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Administration 1T SNMP

The SNMP tab under the Administration category shows a list of IP Addithssext as SNMP Traps.
The ReadOnly, ReadWrite, and Trap Community Names are also shown here.

Management Station Configuration View

IP Address - Trap Stn.#l | Value Mot Configured

IP Address - Trap Stn#2  Value Not Confizured

IP Address - Trap Stn#3 | Value Not Configured

IP Address - Trap St#4  Value Not Configured

IP Address - Trap Stn.#5 | Value Not Confizured
Read-Only Community Name  public
Read-Write Community Name | private

Trap Community Name public

SNMP Notification Trap  Send Trap?

Cold Start Yes
Authentication Yes
Warm Start Yes
Link Status Yes

[ Modify ] [ Fefresh ]

By selecting the Modify buttoryou will be able to change any of the fields listed. This allows thetaiser

set an IP address fofTaap stationor change the Community Name$the SNMP Notification Trap is

enabled, gstems that are listed asTaap stationwill be sentthe correspnding notification trap To restore
0.

a Trap to fAValue Not Configuredo, enter 60.
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Administration T SNMP,Co nt i

(Revised 2014r-30)

nuedé

Management Station Configuration

IP Address - Trap Stn.#1

|‘u’a|ue Mot Configured

IP Address - Trap Stn.#2

|‘u’a|ue Mat Configured

IP Address - Trap Stn.=3

|‘u’a|ue Mat Configured

IP Address - Trap Stn=4

|"u"alue Mat Configured

IP Address - Trap Stn.#5

|‘u’a|ue Mat Configured

Read-Only Community Name

|pub|ic

Read-Write Community Name

|private

Trap Community Name

|pub|ic

Cold Start
Authentication
Warm Start
Link Status

[ Update ] [ Cancel ]
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Administration T Fault

The Fault tab under the Administration category provides configurable selections indicating the way to
notify when a Powem-Link or N-Ring Signal fault occurs. Power signal faults consist g \o. N-

Link Faults can also be set for notificatidrhe Power and NLink notifications may consist of any
combination of the options: Show &4 andShow LED. N-Ring signal faults consist of: Broken, Partial
Break (Low), Partial Break (High), and Multiple Managers.

Fault Configuration View
Power V, No Nao
Power V, No No
N-Link Fault Yes Yes
Port Usage Fault Yes Yes
EBroken Yes
Partial Breal(Low) Yes
Partial Break(High) Yes
MMultiple Managers Yes
| Modify | | Refresh |

Note: V; and \, Power Faults are disabled in factory defaults.

Modify Fault Configuration
Power V, I ] ™1
PowerV, I | " |
N-Link Fault
Port Usage Fault
Broken
Partial Break(Low)
Partial Break(High)
Multiple Managers
’ Update ” Cancel ]
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DHCP 1 Serveri Setup Profiles

The Setup Profiles tab under the DHCP/Senategory lists the following information about the current

state of the server and the existing network profiles:
Server Enabled
Indicates whether the DHCP server is active
Allow Broadcast
Indicates whether the DHCP server will process broadcast messages
Delay Broadcast (Ms)
The amount of time the DHCP server will delay processing a broadcast message
Server ID
Descriptive name of the DHCP server

Profile Name
Descriptive name of the network profile
Address Pool
Range of IP addresses which the profila nae.
Subnet Address
The most restrictive subnet address calculated from the address pool range
Subnet Mask
The most restrictive subnet mask calculated from the address poal range
Domain Name
The domain name to be presented to the client
Has Profile IP Maps
Indicates whether the profile has IP maps associated with it
Delete
Deletes the profile along with all IP maps and bindings associated wifhét Default profile cannot be deleted.

DHCP Server Setup

Server Enabled Enabled
Allow Broadcast Enabled
Delay Broadcast (Ms) 300
Server [D N-Tron Switch fecbd:el

DEFAULT

Add Profile
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DHCP i Serveri Setup Profiles,Cont i nuedé

DHCP Server Configuration

Server Enabled | Enshled
Allow Broadeast | Enabled +
Delay Broadcast (Ms) 500

Server ID | M-Tron Switch fe:bd:el

Update ] [ Cancel ]

DHCP Server Network Profile

Network Profile Name
Address Pool Start
Address Pool End
Lease Time o5 Days
0 Hours

Advanced <<

Broadcast Address *
Domain Name *
DNS Server 1 **
DNS Server 2 **
Gateway 1 **

Gateway 2 **

* When field is left blank, the corresponding default profile value is used.
** When both related fields are left blank, the corresponding default profile values are used.

Update ] [ Cancel ]
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DHCP 1 Serveri SetupIP Maps

The Setup IP Maps tab providibe way to create IP mappings with an existing network profiteere are
three types of mappings that can be created: Dynamic Range, Static Range, and Single IP.

DHCP Server Setup IP Maps

You must add a non Default Network Profile before adding an IP Map.

[ Dynamic Range ] IP Address Range
[ Static Range ] Option 82 Relay Agent
[ Single IP | Option 61 orMAC

The Dynamic Range type of mappig is used to create a range of dynamic IP addresses for requesting
clients. The following information is required:

Network Profile

An existing network profile to which the IP map applies

Low IP

The starting IP address of a range

High IP

The ending IP adress of a range

DHCP Server Dynamic Range
Network Profile

LowIP | |

— |

[ Update H Cancel ]

The Static Range type of mapping is used to create a range of static IP addresses dedicated to specific
ports on a relay agent switch.There are two different data entry formats available according to
whether the relay agent type igor an N-TRON or for a generic switch.

To create a range of static IP addresses on an™Non relay agent switch:
Network Profile
An existing network profile to which the IP map applies
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DHCPi Serveri Set up | P Maps, Continuedé@

Relay Agent Type

Should ke set to NTRON.
Switch Model

List of N-TRON models that support this feature
Remote ID

A unique identifier that designates theMRON relay agent switch
Add

Checkbox used to add an IP map for the corresponding port
Port No

The actual port number
Port Name

Descriptive name of the port
VLAN

VLAN ID that the port is a member of
Circuit ID

Auto-generated string based on the port name and VLAN ID
IP Address

IP address to assign to the IP map
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DHCPi Serveri Setup | P Maps, Continued?©é

DHCP Server Static Range

(Option 82)

e e

[ Update ] [ Cancel ]
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DHCPT Serveri Set up | P

Maps, Cont

nuedé

To create a range of static IP addresses on a generic relay agent switch:
Network Profile

An existing network profile to which the IP map applies.

Relay Agent Type
Should be set to Generic

Port Count

The number of ports on thmarticular relay agent switch

Add

Checkbox used to add an IP map for the corresponding port

Port No

The actual port number

Remote ID

The identifier that corresponds to an Option 82 Remote IBogtibn used by the particular relay agent switch

Circuit ID

The identifier that corresponds to an Option 82 Circuit ID-gption used by the particular relay agent switch

IP Address

IP address to assign to the IP map

DHCP Server Static Range

(Option 82)

Network Profile

Relay Agent Type

(O N-TRON (*) Generic

Port Count

R i 1921682 |
® Hex OMAC OIP O String ®Hex OMAC Q1P O String

[ NI || 1921882 |
(5 Hex O MAC COIP O String (& Hex OMAC OIP O String

mE A i 1921682 |
® Hex OMAC O 1P O String ®Hex OMAC Q1P O String

| || 1921882 |
® Hex OMAC O1P O String ® Hex OMAC O1P O Sting

m i | 1921682, |
®Hex OMAC Q1P O String ®Hex OMAC Q1P O String

mE U || 1921682 |
(®) Hex OMAC OIP O String () Hex OMAC O1IP O String

[T bl 1921882 |
® Hex OMAC O1P O String ® Hex OMAC O1P O String

|| || 1921682 |
®Hex OMAC O 1P O String ®Hex OMAC O 1P O String

[ Update ] [ Cancel ]

(Revised 2014r-30)

Paged0 of 158



DHCPi Serveri Set up | P Maps, Continuedé@

The Single IP type of mapping is used toateea static IP address for an individual cliehihe following

information is required:

Network Profile
An existing network profile to which the IP map applies

IP

The static IP address to offer to a client
Unique ID

The unique identifier thatmustmate i t her t he cl i ent
Format

Designates how the Unique ID is interpreted.

identifier (Option

Network Profile
P

Unigue ID
{ie -MAC)

DHCP Server Static IP

(Option 61/MAC)

prof_1

Update ] [ Cancel ]

Format

MAC Address +

Hex Values

MAC Address

String

(Revised 2014/-30)
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DHCP 1 Serveri View Bindings

The View Bindings taltists the bindings of physical devices to IP addresses thah aise or offered:
Network Profile
The profile applied to the binding entry.
Binding Identifier
The client associated with the binding entry
Client Hardware Address (MAC)
The clientds MAC address
Client IP Address
The actual IP address assigned toltimeling entry
Status
Indicates the current status of the binding entry
Release
Removes the corresponding binding.
WARNING: By releasing an IP address, it is possible to end up with two physical devices with the same IP address
which may cause networkstuption to that IP address.

DHCP Server Binding List

pmfl Cbmtm(snmg) = N-Tron Switch fb:fa:40 mmmm 192.168.2.100 D}mamt;InUse M
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DHCP i1 Relay & Local IP - Setup

The Setup tab under the DHCP/Relay & Local IP category shows the current state of the relay agent.

DHCP Relay Agent & Local IP Setup View

Relay Status | Disabled
Eemote ID 1921582224
Server 1 1P
Server 2 IP
Server 31P

Server 4 [P

Port o PortName Relay Status

01 T1 Disabled
02 T2 Disabled
03 T3 Disabled
04 T4 Dizabled
05 GE1 Disablad
06 GE2 Disablad

[ Modify ] [ Hefresh ]

By selecting the Modify button, you can configure general settings of the relay agemtll as, configure
settings on a per port basishe following describes these settings:
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DHCPi Relay & Local IPi Set up, Continuedé

Relay Status

Indicates whether the DHCP relay agent is active
Remote ID

Theunique identifier that designates tieday agent switch
Server # IP

Theconfigured IP address of the DHCP servers
Port No

Theactual port number
Port Name

Thedescriptive name of the port
Relay Status

Theselection to designate whether the port will perform relay agent function@ligychoices are:

Disabled The port will function without relay agent processing.

Enabled The port will relay DHCP clierbriginated broadcast packets to the DHCP servers.

Assign Local IP  The port will not relay DHCP cligroriginated broadcast packetaistead the relay agent
will offer the portdés |l ocally assignec

Other Data
When the Relay Status is set to Enabled, the Circuit ID for the port can be spagified.the Relay Status is set to
Assign Local IP, the IP address foethort can be specified.

(Revised 20147-30) Paged4 of 158



DHCPi Relay & LocalIPTi Set up, Continuedée

DHCP Relay Agent & Local IP Setup

=l

- IP Address v

-_
-_

PortNo. PoreName.
B
B
IR
e
e
BRI

[ Update ] [ Cancel ]
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LLDP - Configuration

Mode:
Enables or Disables LLDP on the Switch. Default: Disabled

Transmit Interval:
Specifies the interval at which LLDP frames are transmitted aldief 30 seconds.

Transmit Hold Multiplier:
Specifies a multiplier on the Transmit Interval when calculating a -Tanéve value. Default = 4.

Re-Initialization Delay:
Specifies the minimum time an LLDP port will wait beforemiializing after ts setting has changed from disabled to
Tx-Only or Tx/Rx. This prevents excessive notifications when LLDP Port settings are toggled. The default is 2 second:

Notification Interval
Specifies the interval between successive Notifications generated bwitich. If a port sends out a notification and

another port tries to send out a notification, the notification will not be sent until the interval expires.
Default =5 Seconds.

LLDP Configuration View

Mode | Disahled

Transmit Interval (Sec) | 30

Transmit Hold Multiplier | 4

Re-Initialization Delay (Sec) | 2

Notification Intexrval (Sec) | 5

| Modity || Refresh |

Note: Aredundant network topologyill haveone or moreblocking potsto prevent loogjg and
broadcast stormsLLDP will notreceiveneighbor informationnto a blocked port, thoughht
LLDP information willbe transmitted out of a blocked porherefore, the switch that has the
blocked port will not know about the nelgir on the other side of the blocked port, but the neighbor
will know about the switch that has the blocked port.
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LLDP - Ports

LLDP Ports View

Port Name
Descriptive name of the port on the local switch.

Transmit
Enables or Disables LLDP Tramission on the switch.

Receive
Enables or Disables Receiving of LLDP Frames from neighbor switches.

Allow Management Data
Allow the Transmission of Management type information. For example: IP Address of switch, Port Description, Systen
Name and/lan information.

Allow Notifications
Notifications are transmitted when local or remote data changes.

LLDP Ports View

T1 YES YES YES NO
T2 YES YES YES NO
T3 YES YES YES NO
T4 YES YES YES No
GE1 YES YES YES NG
GB2 YES YES YES NO

| Modify | [ Refresh
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LLDP - Status

LLDP Ports Neighbor View

The Status View shows the results of LLDP discovery. The LLDP Ethernet frames received from neigidrtsiage

composed of a collectioof data uni$ called TLVs Each TLV contains a defined type of information such as the Chassis ID
described below, which contains the MAC address of the device sending the frame. The maximum number of neighbors displa
per port is four.

Port Name
The name of the local port on which the neighbor information was received.

Neighbor MAC
MAC address of neighbor switch. Corresponds to the LLDP Chassis ID TLV.

Neighbor IP
IP address of neighbor switch. Correspotodhe LLDP Management Address TLV.

Neighbor Port Description
Description of the neighbor Port from which the LLDP frame was sent.

Neighbor System Name
The system's administratively assigned name on the neighbor switch.

Neighbor VLAN PVID
The PortVLAN identifier (PVID) associated with the neighbor port.

Neighbor VLAN ID/Name
A list of all VLAN's for which the neighbor port is a member.

Neighbor TTL
Indicates the number of seconds that the information associated with this neighbor wildl b€ined to Live (TTL)

LLDP Ports Neighbor View

00:0F:affe:02:47 | 192.168.1.91 | Post 7 - 104100 kit T2 | H-Tron Bwiteh fo:02:40 0001 - Default VLAN
TER | 00:07:affb:dedd | 192165223 | Port 3 - 104100 Mbit TZ | H-Tron Switch fhide:al 1 0001 - Drefault VLA 117
THE4 | 0007:afffcBcd | 192168187 | Port 4 - 100100 Iibit T | H-Tron Switch fF08:c0 1 0001 - Default VLAN 114
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LLDP - Statistics

LLDP Local Port Statistics View

Port Name
Descriptive name of the port on the local switch.

Transmitted Frames
The total number of LLDP Frames sent out from the local switch.

Received Frames
Total number of LLDP frames received by the local switch.

Discarded Frames
The total number of frames discarded due to incorrect TLV's in frame.

Error Frames
Total count of all LLDP frames received with one or more detectable errors.

Neighbor Age Ous
Total count of the times that a neighbor's information has been deleted from the switch because the
Time to Live (TTL) has expired.

LLDP Port Status
Local Port setting (Receivi@x/TransmitTx/Disable).

LLDP Local Port Statistics View

BxTx

T1 0 0 0 0 0

T2 0 0 0 0 0 BxTx

T3 0 0 0 0 0 BxTx

T4 0 0 0 0 0 BxTx
GE1 0 0 0 0 0 BxTx
GE2 0 0 0 0 0 BxTx
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Portsi Configuration

The Configuratiortab under the Ports category will show a detailed overview of all the active ports on the
switch. The overview will display the following information:

Port Number
This is the port index.

Port Name
This field displays the name of the port. The designatif TX is for copper port$; X is for fiber optic ports and GB is
for the Gigabit ports (fiber or copper)

Admin Status
This configurable field displays the existing status of the port whetheEitabled/Disabled.

Link Status
Current Link state ofte port.

Auto Negotiation State
This configurable field displays the current antegotiation state whether itEabled/Disable.

Port Speed
This configurable field displays the speed of each po#1001000Mbps.

Duplex Mode
This configurable field diplays the existing mode of the port whether Eu#l Duplex/Half Duplex.

Flow Control State
This configurable field displays the existing flow control status of each port. When enabliedijtftial port supports
half-duplex back pressure and fdlidex flow control. The default iBisabled.

Force High Priority State
This configurable field displays the port priority status of each port. When enabled for a frarnal received on that
port will be forced to the highest priority queue regardlesBefault Priority' setting or priority tags within the received
frames. The default Bisabled In an untaggedi-Ring configuration, the NRing ports on the NRing Manager and
active NRing Members will beEnabled.

Default Priority
This configurake field displays the default Gopriority for the port when an untagged frameeiseived. The range is
0-7.

RSTP State
The current RSTP status of a port. It may conisable/Discarding/Learning/Forwarding.

PVID
This configurable field displays the existingrpVLAN ID setting. The allowable range 1s4094.

Usage Alarm Low [%)]
The bandwidth utilization percentage below which a fault will be triggered if enabled. For half
duplex the bandwidth utilization percentage is the sum of both RX and TX bandwidthtiatij
and for full duplex this is the higher of TX or RX bandwidth utilization.

Usage Alarm High [%]
The bandwidth utilization percentage above which a fault will be triggered if enabled. For half
duplex the bandwidth utilization percentage is the stiboth RX and TX bandwidth utilization,
and for full duplex this is the higher of TX or RX bandwidth utilization.
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PortsiConfi guration, Continuedé@

Port Configuration View

o1 Enabled Enahbled Disabled  Disabled 0

() T2 Enabled | Down | Enabled Auto | Auto | Disabled Dizabled 1 0 100
03 T3  Enabled Down | Enabled Auto  Auto Disabled — Disabled 1 0 100
04 T4 | Enabled  Up Enabled 100 Full = Disabled Forwarding 1 0 100
05  GEl  Enabled Down | Disabled = 1000 Full  Disabled  Disabled 1 0 100
06 | GBX | Enabled Down | Disabled | 1000 Full  Disabled  Disabled 1 0 100

The User can click on the Port Number to configure each port individually. This will allow théouse
change the portés settings for the following fi

Admin Status

Speed and Duplex
Flow Control

Force HighPriority
Default Priority

PVID

Usage Alarm Low [%]
Usage Alarm High [%]

T2 - Port Configuration

Admin Staius Enabled =

Speed And Duplex || 4 to-MNegotiate v |

Flow Contvoel || Dijsahled

PVID |-| |

Usage Alarm Low [%0] ||:| |

Usage Alarm High [%] | 10p |

[ Update H Cancel ]
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Ports i MAC Security T Learning

Thelearning tab all ows the administrator to cont
is the secure mode. OLearningd builds an inter
LAN. When the currentsaresecdred. i s O6Learningé, no p

MAC Learning View

Current Mode Leaming
Secured Ports  (None)

| Modify | | Refresh |

I n 6Lockeddé mode, 6Secured Por t sNbote:svheo WRing dnthax p or
N-Link are used, the {Ring/N-Link ports will not have MAC Security enabled.

MAC Learning View

Current Mode Locked
Secured Ports  TI1-GE2

| Modify | [ Refresh |

The Modify button allows the administrator to charthe current mode. When transitioning from

6Learningé to O6Lockedd, the Address Resolution
addresses, with the addition of any manually entered addresses (refer to Authorization List section below
Transt i oning from 6Locked6é to OLearningdé, clears

MAC Learning Configuration

Current Maode | | Learning +

Learning

Update ILEEEEdm |
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Ports i MAC Security T Authorization List

The Authorization List tab allows for manual entry or deletion of authorized MAC source addresses with
associated authorized ports.

MAC Authorization View

Entry MAC Address Ports
1 00:07:affheel:dd | TI1-T2, GB2
2 000Taffbel:dl T3-T4

| Modify | [ Refresh |

Seleting Modify displays the MAC Authorization Configuration page, which allows the administrator to
add new entries, delete existing entries, or edit authorized ports of existing entries.

MAC Authorization Configuration

Entry MAC Address Ports Delete

1 | 00:07-affbe0:d0 | T1-T2, GB2
2 00:07-affbe0:dl T3-T4

|Add| | Done | | Refresh |

Selecting Delete removes the associated entry. Selecting Addydispé MAC Authorization Entry page,
showing default values for the administrator to modify (see below). When an entry number hyperlink is
selected, this same page is displayed except it shows the associated MAC address and authorized ports.

MAC Authorization Entry

MAC Address | | 00-00:00:00:00:00

VIt [T2 [¥]IT3 [v]T4

Port List GB1 GB2

[ Select All ” Select None ]

|Add| | Cancel |
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Ports i MAC Security T Intruder Log

The Intruder Log tab displays a list of unauthorized MAC addresses that attempted to access the secured
device. Each intruder entry in the log is unique, and is based on the combination of MAC address, VLAN
and port. Onlyhe first occurrence of the intruder is listed. The log is ordered by most recent first, based G
the system time. The maximum number of entries is 100. If more than 100 intruders are detected, the
oldest entries are deleted. The log is not saved thraympwer cycle.

Intruder Log

Entry MAC Address VLAN Port System Time

1 00:07:af fh:e3:a0 1 T2 | 0davs, 0 hours, @ mins, 32 secs
2 00:07-af £ Ta:40 1 T4 | 0days, 0 hours, | mins, 33 secs

T1
T2
T3
T4
GB1
GB2

An entry can be individually removed from the log by selecting the associated Delete button. All entries o

entries specific to a port can also be removed from the log by choosing the option in the dropdown list anc
then selecting th€lear button.
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Ports 1 Mirroring

A mirroring port is a dedicated port that is configured to receive the copies of Ethernet frames that are bei
transmitted out and also being received in from any other port that is being monitored.

The Mirroring tab ader the Ports category displays the status including the list of Source Ports and tr
Destination Port that the Sources are being mirrored to.

Port Mirroring Configuration View

Mirror Status = Dizabled

Destination Port | T1

Source Ports
e e
01 Tl
02 T2
03 T3
04 T4
05 | GEl
06 | GB2

| Modify | [ Refresh
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Portsi Mirroring, Conti nuedé@

Following the Modify button, you can enable the status of port mirroringsalett source ports and the
destination port that the source ports will be mirrored to.

Port Mirroring Configuration

Mirror Status Disabled

Destination Port

Seurce 115
R
| m | .
0 T
2| |00
B | T[] 0O
4 | T4 (]| O
05 GBl [] []
06 | GB2 | [ | [

Update l [ Cancel ]
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Ports1 Trunking

The Trunking tab under the Ports category displays the following details:
Trunk Ports
This field displays the ports associated with the trunk
Trunk Status
This configurable field displays the existing status of the trunk. It can be either Enabled/Disabled.

Port Trunking Configuration View

T3, T4 | Disabled

| Modify | [ Refresh |

By selecting the Modify button, you can select a trunk group.

Port Trunking Configuration

T3.7T4 v |Disab|ed v|
T1.T2

T3, T4
GB1.GB2 )

Notee RSTP must be disaa in order to use the Trunkingdture.
Two ports of the same speed can constitute a valid trunk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duplex mode. If a port is not linked, there could be
difficulty as to similar speed and duplex mode. It is teebtard code speed and duplex mode for
each tunking link, at both ends.

Do not use Trunking on an-Ring manager. Do not connect theRihg to actively Trunking ports
on an Auto Member.
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PortsT QoS

The QOS decision tree chooses the highest priorapdmit Queue (TQ) dhe following criteria:
1. Force High Priority (Port Based) TQ mapping,
2. |IEEE802.1p TQ mapping, or
3. DSCP(RFC 2474)TQ mapping.

Each of these three methods is included or nadas the settings on tHisowserpage.

WhenForce HighPriority is enabled, the port based priority is included in the TQ decision for all ports and
all frames received on a port will use the default QOS priority for that port in the TQodedise default is
disabled For example, if it is desired to havegress frames on a port egress to the highest priority transmit
gueue regardless of other factors, then enable Force High Priority and set the port's Default Port Priority
(see below) to 7.

QOS Configuration View

Force High Priority = Disabled

1 T1

Dizabled = Enabled 1
2 T2  Dizabled Enabled 1
3 T3 | Disabled | Enabled 1
4 T4 | Disabled Enabled 1
3 GEl | Disabled Enabled 1
&  GBl Disabled Enabled 1

| Modify | | Refresh
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(Revised 2014r-30)

Modify QOS Configuration

Force High Priority | (RG]l v

1 ' T1 | Disabled ¥| |Enabled v| |1 v|

2 T2 |Disabled v| |Enabled v|| |1 v|

3 T3 |Disab|ed v| |Enab|ed V| |'| V|

4 | T¢ |Disabled ¥| | |Enabled v| | |1 ¥

5 | @Bl | Disabled v | ||Enabled v| | |1 v|

6 | GB2 |Disab|ed V| |Enabled V| |-I V|

L Update ] [ Cancel ]
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Statisticsi Port Statistics

The Ports Statistics tab uerdthe Statistics category displays a list of MIB parameters. Each port has a
separate counter for each parameter. This gives users the ability to see what kind of packets are going o
which ports. At the bottom of the page for each port there arbuttons. Refresh will update the statistics
for that port number and Clear will reset all the counters for that port number.

Port Statistics
Port (T2 v
Statistics For Port T2
S.No Counter Type Value
1 | TxOctets 1293473
2 TxDroppedPackets 0
3 | TxzBroadcast Packets 1
4 TxDMulticast Packets 34320
3 | Tz Unicast Packets 618
&  TxCollisions 0
7 Tz Single Collision 0
8 TxMultple Collision 0
% Tz Deferred Transmit 0
10 TxLate Collision 0
11 TxE=zcessive Collision 0
12 | Tx Frame In Disc 0
13 | TxPause Packets 0
14 | Rx 64 Packets 3616
15 | Rx 65 to 127 Packets 3858
16  Fx 128 to 255 Packets 13
17 | Rx 236 to 511 Packets 4
18 Fx 512 to 1023 Packets 110
19 | Fx 1024 to 1522 Packets 0
20 FxOctets 1081713
21 Bz Dropped Packets 0
22 RxBroadcast Packets 110
23 | RxuMulticast Packets 11806
24 BxUnicast Packets 2685
25 | RxaUndersize Packets 0
26 | BxOvwersize Packets 0
27 | RxlJabbers 0
28 Bx Aliznment Errors 0
29 FxGood Octets 1081713
30 Bz SA Changes 6765
31 BxFCSEmors 0
32  PBxPause Packets 0
33  BxzFrazments 0
34 | RxExcessive Disc Size 0
33 | Bx Symbol Error 0
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StatisticsT Port Utilization

The Ports Utilization tab under the Statistics category shows all the ports on the swinch disglay a

bar graph showing the percentage of bandwidth being used. These figures and bars are for a general feel
of what the bandwidth usage is-T¥on recommends the use of\llew in order to get a precise bandwidth
usage figure.

Port Utilization

Scale: 10

L
(<=1

10

| B [= O ]

HHO- S0 em

=
=

T4 GBl GE2

FORTS

Refresh
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VLAN 71 Configuration

Replace VID Tag with Default Port VID
Specifies whether or not to replace the incoming VID tag with the port's designated VID.
Perform Ingress Filtering
Specifies whether or not to filter out ingress frames when a VID violation is detected
Discard Non-Tagged for Ports
Specifies whether or not ndagged ingress frames are dropped by the selected ports.

0001 | Default VLAN | T1, T2, T3, T4, GB1,GB2 | T1,T2, T3, T4, GBL. GB2

VLAN Configuration View

Replace VID With Default Port VID

Perform Ingress Filtering

Discard Non-Tagged For Ports

Mone)

£
o

| Modify | [ Refresh |

VLAN Configuration

Replace VID Tag With Default Port VID | [ ]

Perform Ingress Filtering [ |

Discard Non-Tagged For Ports

Om O O Ot

[leBr [GB2

[ Update H Cancel ]

Default VLAN | T1, T2, T3, T4, GB1, GB2 | T1, T2, T3, T4, GEL. GB2

[Done l [ Refresh ]

Note thatfor convenience in most frequent use
e Ports are deleted from groupl as each port is added to another group.
e Ports are addkto groupl if a deletion leavasportwith no group.
e Ifitis desired to have a port on gqol and also on other group€e)nfigure groupl last to achieve that.
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VLAN T Group Configuration

VLAN ID
This field displays the VLAN ID. The range should :4094.
VLAN Name
This configurable field displays the name of the VLAN, which accepts alphanumeric and special characterg (#, _,
only.
Allow Management
Specifies whether or not all ports in this VLAN are management ports.
Change PVID of Member Ports
Specifies whether or not the PVID of the member ports is set to this VLAN ID.
Port No
This is the port index.
Port Name
Descriptive name of the port
Group Member
Specifies whether or not the port is included in the group.
Untag on Egress
Specifies whetheor not egress frames are tagged by the designated port.

Tagged VLAN Group Configuration

D

Name

(<]

Allow Management

Change PVID Of
Member Ports

(<]

Group Ports

Port Port Group UntagOn
No Name Member Egress

01 T1 ] Fl

2| T2 [ (]
63| T3 | [] ]
M| T4 [ (]
03 | GBL | [] ]
06 GB2 [] (]

Update ] [ Cancel ]

(Revised 20147-30) Page63 of 158



Bridging 1 Aging Time

The Aging Time tab under the Bridging category will display the currently configured Aging Time. This
page allows users to modify this variable to meet their needs.

Bridging Aging Time View

Aging Time 20 secs

| Modify | | Refresh |

After selecting the Modify button, the user will be presented with a page thvas #ile number to be
enteredand updated. The default aging time is 20 seconds.

Bridging Aging Time Configuration

Aging Time 4

[ Update ][ Cancel ]

Note: If the switch is an active participant of anRing, then the NRing Aging Time wilbe used instead
of the Bridging Aging Time.
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Bridging 7 Unicast Addresses

The Unicast Addresses tab under the Bridging category will display a list of MAC addresses that are
associated with each respective port number. This can be used to statigatlaa48C address access to

a single port on the switch.

Display Static Unicast MAC Addresses

Mumber of Static Unicast MAC Addresses: 0

[Add][ Remove H Refresh ]

Following the Add button on the page above, the administrator must enter a valid MAC address and
associate it with a port number on the switch. Once the administrator hits the Add buttoantes aiill

take effect instantly.

Add Unicast MAC Address Filter

Mac Address | 10:07.AF.00:0000 |

Port | T1
naND
| Add || Cancel |
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Bridging 7 Unicast Addresses Conti nued?é

Once a static MAC address has been added, it will be displayed in a list on the main page under Unicast
MAC:s tab.

Display Static Unicast MAC Addresses

00:07: af:00:00:00 T1 1

Murmber of Static Unicast MaAC Addresses: 1

[ Add H Femaowve H Fefresh ]

Following the Remove button on the example above, anrgstrator can select a static MAC address from
the list using a pullown menu. After selecting the MAC address, the administrator needs to press the
Remove button on the page to remove the entry

Remove Unicast MAC Address Filter

Mac Address || 00.07:af00:00.00 v |

Mumber of Static Unicast MAC Addresses: 1

Remove ] [ Cancel ]
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Bridging 1 Multicast Addresses

The MulticastAddresses tab under the Bridging category will display a list of Multicast Group Addresses
that are associated with respective port numbers. This may be used to statically assign a Multicast Grouy

Address access to a group of ports on the switch.

Display Static Multicast Group Addresses

Static Multicast Group Address Filters
Multicast Address  PortList VLANID

Mumber of Static Multicast Group Addresses: D

[Add” Remove ][ Refresh ]

Following the Add button on the page above, the administrator must enter a valid Multicast Group Addres
and associate it with a port number or list on the switch. Once the administrator clicks on the Add button,

the changes will take effect instantly.

Add Multicast Group Address Filter

Multicast Address ||01.07:AF-00:00:00

Port List
WS Mt M On O
(leB1 []GB2

VLANID |

|Add| | Cancel |

Note: If there are multiple ports on different VLANSs, tReTron switch will apply the static muldast
address to thdowest VLANID that is associated with one of the ports assignedhto static
multicast address. Softiie lowest VLAND contains all he ports assigned to the static multicast
address (an umbrella VLAN), it will function for all those ports with no problems. This can be

achieved with overlapping VLANS.
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Bridgingi Mul ti cast Addresses Continuedé@

After adding a Multicast Group Addresswiill appear on the main list and will show the associated ports
that go along with that address.

Display Static Multicast Group Addresses

Static Multicast Group Address Filters
Mulricast Address  PortList VLANID
01:07:af:00:00:00 T1, T2 1

Mumber of Static Multicast Group Addresses: 1

[Add][ Hemaove ][ Refresh ]

Following the Remove button on the example above, the administrator will be presented with a list of
Multicast Group Addresses that are configured orstiech. Using the pullown menu, the administrator
should select the desired address to be removed. Then click on the Remove button at the bottom of the

page.

Remove Multicast Group Address Filter

Mac Address || 11:07:3700:00:00 +

Mumber of Static Multicast Group Addresses: 1

[ Hemove H Cancel ]

Note: If there are multiple ports on different VLANSs, tReTron switchwill apply the $atic multicast
address to the lowest VLAID that is associated with one of the ports assigned to the static
multicast address. So if the lowest VI-AENcontains all the ports assigned to the static multicast
address (an umbrella VLAN), it will functidor all those ports with no problems. This can be
achieved with overlapping VLANS.

(Revised 20147-30) Page68 of 158



Bridging 1 Show MAC by Port

This feature shows the MAC addresses of devices connected to each switch port and the IP Addresses
associated with the MACsThe browser pagéd/iew MAC by Porbshowsthe MAC for the device found

on each port, and tHP for the MAC presenteifl available If more than one device is on that port, then the
lowest alphanumeric of those MAC addresses is shown and underlined.

View MAC By Port

Active [P Prohe Enahbled

MACs By Port

e e S e P Mammal Eniry
No Name -

01 T1 00:07-affe:c3c0 | 192.168.2.201

02 T2

03 T3

04 T4 007 -affh-a2-40 Assign P

05 GE1

6 | GB2

The OActhefiédislooPn fPirgour ab |l e ulmtion gnd aldo displaysl thel existiggd
Enabled or Disabled status of this feature. The default is disabled. When disabled the switch generates n
Ethernetraffic for this purposgbut can still present some anfnation gathered passively.

The o601 P6 f i e-tetected bromarsallyaenterdduPtaddrésthere is a MAC address for the port
andan|IP addressvasnot discoveredhere isan GAssign Ibuttonto allow the user to enter an IP address.
IfAc t i v e lisknaBledartarudlly entered IP values are underlined and validatatid#ted IP for

that MAC ispresented in gen and if validation failthe IP will be red and underlined. Note that some
devices do not have an IP Address, and thaesdewrices that do have an IP Address may not respond to the
methods used to detect their IP Address.

l nvoking the 6Assign | P66 button on the exampl e
which to enter a manually assigned IP, as below:
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Assign IP

MAC Address  00:07:af:00:eb:51

IP Address 192 1681,

[ Update H Cancel ]

When an IP has been manually entered a button is provided ¢ D e, bnel inveking iPvéllallow the
administrator talelete the manual association of an IP to that MAC.

(Revised 20147-30) Page70of 158



RSTP1 Configuration

The Configuration tab under the RSTP category will ldiggthe RSTP information for the first VLAN.
Using the puldown menu at the top of the page an administrator can choose which VLAN to configure
RSTP on. Once the VLAN is selected, the administrator may configure the bridge by clicking on the
60Confiigmué alti nk in the middle of the page.

RSTP Configuration View
VLAY

RSTP Root Bridge Configuration

32768 80:00:00:07:affe:bd:cl 0 16 1 13

This Bridge Configuration

T T Vel pe I Ty T2
T B0

32768 | Fast False

=
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RSTPiConfiguration Continuedé@

The configuration screen for the VLAN that was previously selected will look like the example below. Here
the administrator can make changes such as the Hello Time, Forward Dalajgl, Priority, and the

Status of RSTP on that VLAN. The administrator or user can see the current RSTP status of the ports on
that VLAN by clicking on the O6hered Iink to vie

RSTP Bridge Configuration For VLAN 1

VLAN 0001 - Default VLAN
Hello Time 1

Forward Delay 44
Max Age g
Priority | 32763 +

Status || Fgot w

Click _here to view the RSTP port Configuration at VLAN 1

[ Update ][ Cancel ]

Note: Itis recommended th&STPrings consist of RSTP capable switches
Trunking must be disabled in order to use RSTP.
Do not create redundant links unless either RSTP-&ilg is enabled.
RSTP on overlapping VLANS is not supported and the system will automatically disable RSTP on t
VLAN that has overlapping ports.

(Revised 20147-30) Page72 of 158



RSTPiConfiguration Continuedé@

Following the link for the view RSTP Port Configuration at VLAN#, the administrator or user can see the
current RSTP status of the ports on that VLAN. This will show information such aatth€®&st and the

Port State. If the switch sees a redundant path it will put the port with the highest Path Cost into Blocking
mode where it will discard packets coming in on that port. In the example below, TX3 is a redundant port
with port TX2, therefoe TX2 is forwarding and TX3 is discarding.

RSTP Configuration View For VLAN 1

Dizabled Enabled Dizabled mmmmmmmm

02 T2 Dizabled 20000 128 No | Enabled  Disabled | 00:00:00:00:00:00:00:00 00:02

03 T3 Dizabled 20000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:03

e T4 | Forwarding = 200000 128 No | Enabled  Disabled | 80:00:00:07:affh:a2:cl 00:04

05 | GBI Dizabled 20000 128 No | Enabled | Disabled | 00:00:00:00:00:00:00:00 00:035

08 GB2  Disabled 20000 128 No | Enabled  Disabled | 00:00:00:00:00:00:00:00 00:06

[ << Back ] [ Refresh
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RSTPiConfiguration Continuedé@

| f t he

admini strator selects one

Cost, Priority, and the status of Admin Edge and Auto Edge.

(Revised 2014r-30)

of

the ports

RSTP Bridge Port Configuration

Path Cost | |

Priority | 123 +

Admin Fdge | Djsgpled w

Auto Bdge || Ergplad +

[ Update ] [ Cancel ]
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IGMP 1T Configuration

The Configuration tab under the IGMP category will display the IGMP basic configuration settings. By

default, IGMP is enabled.

IGMP Configuration View

IGMP Status
Query Mode
Router Mode
Manual Router Ports
N-Ring Router Ports

Enabled
Auto
Auto
{MNone)
{MNone)

| Modify | | Refresh |

Following the Modify button, the administrator will see a list of configurable fields for the IGMP

configur ati on.

Once these

fields are

may be updated by clicking the Update button at the bottom of the page.

IGMP Configuration

IGMP Status Enablad
Query Mode o 10 «
Eouter Mode Auto

Manual Router Parts (11

[ 1GE1

w

Llm2 [l [l14
[l ge2

[ Update H Cancel ]

(Revised 2014/-30)

filled

Page75 of 158

n

t

C



IGMP i Configuration, Conti nuedé@

The IGMP Status pullown allows the usdo enable or disable IGMP completely.

IGMP Configuration

IGMP Status Enshlad
Disabled

S Fhabled

Router Mode | | 41 w

Aanual Router Parts [T1 12 1z [1s

[lee1 [leE2

[ Update H Cancel ]

The Query Mode pultlown allows the user to set query mode for Automatic (the default), On (always), or
Off (never):

IGMP Configuration

IGMP Status Enablad +

Query Mode | 4t w

Off
Bouter Mode On w

Manual Router Ports % 12 (13 [t

[ leB1 [lcB2

[ Update H Cancel ]
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IGMP i Configuration,

The Router Mode pullown allows the user to choose toa r
router

and manuall

ports.

y

Cont i

set

nuedé

mode .
ports.

al
a l

6Aut obd
6Manual 6

IGMP Configuration

IGMP Status
Query Mode
Eouter Mode

Manual Router Pores

Enabled

Auto

Auto A

Mone
Manual

2 [l [l74

L 1GB1 LIGB2

[ Update H Cancel ]

The user can specify the manual router ports:

IGMP Configuration

IGMP Status
Querv Mode

Eouter Maode

Manual Router Ports

Enabled |+

Auto | v

W

Auto

iy, Hie W

[ lee2

[ IT1
[ 1Bl

[ Update ][ Cancel ]
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IGMP i Show Group and Show Router

The Show Groups tab under the IGMP category will display a list of IGMP groups based on the Group IP
and the port number that it is associated with.

IGMP Group View
| Grow[P  PortName VLANID

239233255250 T4 1
230255255253 T4 1
224 0.1.50 T4 1

The Show Routers tab under the IGMP category will display a list of-éeitected Router IPs and tpert
numbers that they are associated with.

Auto-Detected Routers View

1921682201 T1 1
192.168.1220 T4 1
1921682324 T4 1
192.168.12328 T4 1
1921681215 T4 1
192.168.1.213 T4 1
192.168.1.100 T4 1
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IGMP T RFilter

T he 0 (Rbutet Mukicasht Data Filter) function allows you to choose whether or not DATA frames
with KNOWN group multicast addr es sewstches) €ontsok nt t
packets (Join, Leave) will be sent to the router(s) regardlédss t hi s s et t known.from A KNO)V
dynamic IGMP Snooping operatian

The factory default is that the Rier Multicast Data Filter is enabléar all parts, so anyouter ports do
NOT getDATA frames with KNOWN multicast dgination addressesiless a join to a specific multicast
address has been received on that ptwins override an rfilter.

If rfilter is disabled, router ports dyet DATA frames with KNOWN muicast destination addresses

Rfilter can be set for individual ports: any, all, or none. For eachrfiter will have an impact only if that
port is manually or dynamically chosen as a router port.

Default configuration:

IGMP RFilter Configuration View

Port Port  Efilter
No Name  Srtate

01 T1 | Enabled
02 T2 | Enabled
03 T3 | Enabled
04 T4  Enabled
05 | GBEl | Enabled
06 | GB2 | Enabled

[ Modify ] [ Refresh
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IGMP 1 RFilter, Continued é

Modifying rfilter port settings:

(Revised 2014r-30)

IGMP RFilter Configuration

0| Tt
I vl
03 | T3
04 | T4
05 | GBI
06 GB2

Update ] [ Cancel ]
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N-View T Configuration

The Configuration tab under theWew category will display two basic variables for\llew, the status
and the interval between packets.

N-View Configuration View

N-View Status Enabled
N-View Interval 3

| Modify | | Refresh |

Following the Modify button on the abovea®ple, the administrator can modify the variable to change the
frequency with which NView reports information. Increasing the interval will slow the update rate.
Decreasing the interval will allow{Niew to report more frequently. Additionally, you mBjsable or

Enable NView altogether.

Modify N-View Configuration

N-View Status || Enghled +

MN-View Interval 5

Update ] [ Cancel ]
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N-View i Ports

The Ports tab under theYew category will display a list of all the configured ports onkh&ron switch
unit along with the ports transmitting multicast packets and MIB stats respectively.

N-View Ports View

T1 YES YES
T2 YES YES
T3 YES YES
T4 YES YES
GBIl YES YES
GB2 YES YES

| Modify | | Refresh
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N-View T Ports, Continuedé

Following the Modify button on the above example, the administrator can modify these two variables to
enable or disable multicast out of the port and if MIB stats are sent out for those ports.

Modify N-View Ports

T1

.
(<] 5]
(<] [5]

T3

(<]
(<]

T4

(<]
(<]

GEl

[<]
[

GB2

(<]
(<]

[ Update H Cancel ]
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N-Ring i Configuration

The Configuration tab under theRing category will display the {Ring basic configuration settings. By
default, NRing is in Auto Member mode and theRing Aging Time is 20 seconds.

N-Ring Configuration View

N-Ring Mode Auto Member

Aging Time 20

* Switch is currently using Bridging A ging Time = 20 secs

| Modify | | Refresh |

Following the Modify button on the above example, the administveitbsee a list of configurable fields
for the NRing configuration, as below.

Modify N-Ring Configuration

N-Ring Mode | \i0 Member »

Aging Time 20

[ Update ][ Cancel ]

The NRing Aging Time has a default of 20 seconds and is separate from the Bridging Aging FiRieg N
Aging Time is used when the switch is arRig Manager or becomes active NRing Member, and in
either case MRing status includes for example:

ASwitch is cRirmgnAdiyngsTinmge N= 20 Secondsbo

Once these fields are filled in to meetbetsadva by e e
clicking the Update button at the bottom of the page.

NOTES:

1. N-Ring Manager cannot have RSTP or Trunking enabled.

2. RSTP & N-Ring are different modes and cannatharelinks or segmentslong those lines.

See the examples in the RSTP configtican section.

3. Do not use Trunking on a N-Ring manager Do not connect the ARing to actively Trunking
ports on an Auto Member.
Do not create redundant links unless either RSTP oRihg is enabled.
Any one7506GX2can only participate in one NRing.
N-Ring copper ports must be run at 100Mb full
long as all switches in the ring support 100Mb full duplex.

oo b
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N-Ring i Configuration, Conti nuedé

The-Ri Mg

IfN-Ri ng

(Revised 2014/-30)

Modeo i s one

of three, as

Modify N-Ring Configuration

N-Ring Mode

Aging Time

Auto Member

Disabled

Manager

[Updme

][ Cancel]

bel ow:

Mo dnea giesr @ipMiatowneatiows selection of availab®rts as NRing ports.

Modify N-Ring Configuration

N-Ring Mode

Aging Time
N-Ring Ports

VLANID

Tagging

Manager

20

GB1/GBZ v

W

T1/T2

T3/ T4
GB1/GE2
Tagged

Update

][ Cancel]

W
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N-Ring i Configuration, Conti nuedé
fN-Ri ng Mode i s AManager o, then VLAN I D can be s

IfN-Ri ng Mode i sendpJdtaiowa glews selectidnlas to whether tdRing ports are
members of the VLA Tagged or Untagged port®efault is Tagged.

Modify N-Ring Configuration

N-Ring Mode | \Manager b

Aging Time |2
N-Ring Ports || GE1/GEZ
VLANID [3333

Tagging || Tagged |+

I P date JL[' HI_FEC% guiﬁi |

Once these fields are filled in to meet the nee
clicking the Update button at the bottom of the page.

NOTES:

1. Since VLANs are implemented for security reasons as well as traffic flowRNg only makes
minimal changes It is up to the administrator to ensure that VLANs are configured correctly on the
N-Ring manager and all NRing members.

2. When the NRing manager and allN-Ring Membersare in defaults, changing theN-Ring manager
to use a Tagged VLAN requires no user interaction to allow mamg traffic to pass through the ring.
This works because changinp a Tagged VLAN does not remove the ring ports from the default
VLAN.

3. When the NRing manager and allN-Ring Membersare in defaults changing theN-Ring manager
to use an Untagged VLAN other than VID 1, requires thdministratorto add nonring ports © the
N-Ring VLAN to allow nonring traffic to pass through the ring. This occurs because tieRing
ports must be removed from VID 1 because an untagged port may only be a menmdose \GEAN .
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N-Ring i AdvancedConfiguration

If switch is an NRing Memter, the following data will be shown:
N-Ring Mode
Current NRing mode of switch.
Keep-Alive Timeout:
Keep-Alive timeoutis used when switch is active in anRng. The range i5-1000000seconds.

N-Ring Advanced Configuration View

N-Ring Mode Auto Member

Keep-Alive Timeout (Secs) 31

| Modify | | Refresh |

Modify N-Ring Advanced Configuration

N-Ring Mode Auto Member

Keep-Alive Timeout (Secs) |31

[ Update H Cancel ]

If switch is an NRing Manager, the following advartteonfiguration data will be shown:

N-Ring Mode
Current NRing mode of switch.

Self Health Packet Interval:
The amount of time to wait in milliseconds before sending-Be#lth packets. The default is 10.

Maximum Missed Packets
The number of missed Selealth packets that constitute a fault. The default is 2.

Sign-On Delay
The amount of time to wait in milliseconds before requesting initiatsigimformation from ring members. The default
is 1000.

Sign-On Match Packets
The number of times the switclount must match before starting the samprocess. The default is 3.

Sign-On Interval
The interval of time to wait in milliseconds before requesting subsequerbsigrfiormation from ring members when
the ring is broken. The default is 3000.

Sign-On Info Spacing Multiplier
The amount of time to wait in milliseconds, scaled by switch number, before sending information to the ring manager.
The default is 5.

Sign-On Info Retry Timeout
The amount of time the ring member will wait in milliseconds forrthg manager to acknowledge receipt of the
member's information before the member tries teard the information. The default is 1500.

Delay Before ReEntering Broken State
The amount of time, in milliseconds, that must elapse before the ring is alowgedack into the broken state. The
default is 3000.
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N-Ring i Advanced Configuration, Conti nuedé

N-Ring OK

N-Ring Advanced Configuration View

N-Ring Mode Manager

Self Health Packet Interval (Msecs) 10

Maximum Missed Packets 2
Sign-On Delay (Msecs) | 1000

Sign-On Match Packets 3
Sign-On Interval (Msecs) 3000

Sign-On Info Spacing Multiplier (Msecs) | 3
Sign-On Info Retry Timeout (Msees) 1300
Delay Before Re-Entering Broken State (Msecs) 3000

| Modify | [ Refresh |

N-Ring OK

Modify N-Ring Advanced Configuration

N-Ring Mode Manager

Self Health Paclcet Interval (Msecs) | |10
Maximum Missed Packets 2
Sign-On Delay (Msecs) || 1000
Sign-On Match Packets |3
Sign-On Interval (Msecs) || 3000
Sign-On Info Spacing Multiplier (Msecs) &
Sign-On Info Retry Timeout (Msecs) || 1500

Delay Before Ee-Entering Broken State (Msees) 3000

Update ] [ Cancel ]
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N-Ring i Status

The Status tab under theRIng category will display the IRing status.

Below is an example of Ring Status from a switch in deflts (NRing Auto Member) that is not an
N-Ri ng Manager and has-RmpMembeec ome an AActiveo N

N-Ring Status View

N-Ring Mode | Auto Member

Switch is in Auto Member Detection Mode

Below is an example of iRi ng St at us f 4RiogMember. A Acti veo N

N-Ring Status View

N-Ring Mode Auto Member

Switch is an N-Ring Member

00:07:af ff-af:00

TX1 T2

* Switch is currently using N-Fing Aging Time =20 secs
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N-Ring T Status,

Below is an example of Ring Status from aN-Ring Manager with a healthy-Ring:

(Revised 2014/-30)

Cont i

nuedé

10

11

12

13

14

N-Ring Status View

Refresh every IZI secs.

00:07:afff:c0:20
00:07-afff'cR:80
00:07:afff:8a:60
00:07-af{Fb8-00
00:07:afff:8a-c0
00:07-affFaf20
00:07:afff:8a-e0
00:07-affF:8a-00
00:07:afff-8f el
00:07-affF:8c:00
00:07:afff:8a:20
00:07-afffc8:60
00:07:affF-8b:00

0007 afHF:8e:60

Switch is an N-Ring Manager, using N-Ring Aging Time = 20 Seconds

Update ]

’ Pause ]

’ Print... ]

192.168.1.108 | 233255255.0 | N-Tron Switch

192.168.1.245

192.168.1.226

192.1638.1.104

192.168.1.225

192.168.1.101

192.168.1.235

192.163.1.100

192.168.1.105

192.168.1.239

192.168.1.126

192.168.1.102

192.168.1.240

192.168.1.110

192.168.1.127

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

2552552550

MN-Tron Switch

N-Tron Switch

MN-Tron Switch

N-Tron Switch

MN-Tron Switch

N-Tron Switch

MN-Tron Switch

N-Tron Switch

MN-Tron Switch

N-Tron Switch

N-Tron Switch

N-Tron Switch

N-Tron Switch

N-Tron Switch

14 Active Members Detected In Current N-Ring (14 reporting)
X2

BM 0007 afHF:8a:80

TX1
X2
TX1
X2
TX1
X2
TX1
X2
TX1
X2
TX1
X2
TX1
X2
TX1
X2
TX1
X2
TX1
TX2
TX1
TX2
TX1
TX2
TX1
TX2
TX1
TX2
TX1
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N-Ring T Status,

Cont i

nuedé

Below is an example of Ring Status from an MRing Manager with a faulted-Ring. The red fields on

the N-Ring Map show problems. Ports that are red indicate that the port iskest.liMAC addresses that

are red

i ndi

N-Ring is broken.
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BEM

10

11

12

13

14

Refresh every E secs.

cate that t

here is no

N-Ring Status View

communi

Switch is an MN-Ring Manager, using M-Ring Aging Time = 20 Seconds

Update ]

[ FPause ]

[ Print... ]

00:07:af ¥ 8a:c0 | 192.168.1.101

00:07:affFc8:60 192.168.1.240
00:07:af 020 | 192.168.1.243
00:07:affF8a:80 192.163.1.108
00:07:affF6d:00 | 192.168.1.211
00:07:afF75:80 | 192.168.1.207
00:07:affF75:60 | 192.168.1.203

00:07:affF75:20 | 192.168.1.203

00:07:affF6celd | 192.168.1.210
00:07:af5F75:c0  192.168.1.237
00:07:af5F 75:a0 | 192.168.1.206
00:07:affFc8:80  192.168.1.213
00:07:affF 8 c0 | 192.168.1.246

00:07:affF 8220  192.168.1.102

25525325350 N-Tron Switch
25525332550 N-Tron Switch
25525325350 N-Tron Switch
25525332550 N-Tron Switch
2332552550 | N-Tron Switch
2332532550 N-Tron Switch
2332552550 | N-Tron Switch

233253325350 N-Tron Smtch

2332552550 | N-Tron Switch -

25525332550 N-Tron S'mtch
25525332550 N-Tron Switch
25525325350 N-Tron Switch
25525332550 N-Tron Switch
25525325350 N-Tron Switch

25525332550 N-Tron Switch

The total number of Active M-Ring Members is unknown. {13 reporting)
Switch order may be incorrect and all switches may not be shown.

FXI
Fx2
FX1
Fx2
FX1
Fx2
FX1
Fx2
FX1
Fx2
FX1
Fx2
l-"Xl

FX1
Fx2
FX1
Fx2
FX1
Fx2
FX1
Fx2
FX1
Fx2
FX1
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N-Ringi Status Conti nuedé@

Inrarecasesan-Ri ng can have a niPar t is#lhavéabrebdktingust one Aberine x
a duplex channel fiber pair. The screenshot below sheRsNng Manager
Port (TX2, TX8/FX2 or GB2) is not receiving self health frames all the way around &y, though the
other (ow TX1, TX7/FX1, or GB]) N-Ring port is:

The screenshot below showsRihg Manager Status whe a

M-Fing Partial Fault (T2 is not receiving self health from TX1)

N-Ring Status View

Switch is an N-Ring Manager, using N-Ring Aging Time = 20 Seconds

Refresh every 6 sars. Update ] [ Pause ] [ Print... ]

1 Active Members Detected In Current N-Ring (1 reporting)
Switch No MAC Addrezs [P Address Subnet Mask Name Ports

EM 00:07-affF-af*00 | 1021681238 | 2332332530 | N-Tron Switch %
1 00:07-afff ae:ed 1021681228 2352333330 N-Tron Switch %

St atRing wh e

0 L-RingePor(TXW,TX7/FX1, or

GB1) is not receiving self health frames all the way around #f&ng, though the other (high TX2 ,
TX8/FX2, or GB2J N-Ring port is:

(Revised 2014/-30)

N-Fing Partial Fault (TX1 is not receiving self health from TX2)

N-Ring Status View

Switch is an MN-Ring Manager, using M-Ring Aging Time = 20 Seconds

Refresh every |6 secs. [ Update ] [ Pause ] [F‘rin’r_.. ]

1 Active Members Detected In Current N-Ring {1 reporting]
Switch No MAC Address IP Address Subnet Mask Name Ports

RM | 0007afffaf00 192.163.1238 2552552550 N-Tron Switch 1>
I 0007afffaced 1921681228 2552552550 N-Tron Switch Lo
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N-Link T Configuration

The purpose of Nink is to provide a way to redundantly couple aiRivg topology to one or more other
topologies, usually other-Ring topologies. EachdNink configuration requires 4 switches:-INnk
Master N-Link Slave, NLink Primary Coupler, and flink Standby Coupler.

Standard N-Link Confiquration (Example):

N-Ring N-RNg N-Ring

( M:#:lc))er TR Mérl::tc)’er \
( N-Ring#l )

Control
:F Link )-F
\\ N-Link Master Partner Link N-Link Slave /

N-Ring Member (N-Ring Segment) N-Ring Member

Control Port
(Auto-Detected)

Control Port
Default: TX3

- -k
Coupler Port E Coupler Port
(Default; TX4) Partner Port Partner Port E (Default: TX4)
(Auto-Detcted) (Auto-Detcted) '
Primary Standby
Coupler Coupler
Link Link

Coupler Port
(Auto-Detected)

Coupler Port
(Auto-Detected)

N-Link Couper N-Link Coupler
N-Ring Member N-Ring Member

s ( N-Ring# ) e

Member Member
k N'Rng 1 J
Manager | "
For convenience, a diagram similar to ihke above
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N-Link i Configuration, Cont i nuedé

Complex N-Link Configuration (Example):

N-Ring u N-Ring
Auto t MN r:?ng . Auto
( Member anage Member \
Control Control Control
;'{ Link #1 }F ;'{ Link #2 }F ;‘{ Link #3 }:
N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM
\—! N-Link Master _F:;]r;n;lr_ N-Link Slave N-Link Master —E?]szr— N-Link Slave N-Link Master —PL?r:E;g— N-Link Slave
#1 #1 #2 #2 #3 #3
=+ =+ +
Primary Starlldby Primary Starlldby Primary Starlldby
Coupler Coupler Coupler Coupler Coupler Coupler
Link #1 Link #1 Link #2 Link #2 Link #3 Link #3
N-Link AC N-Link AC N-Link AC N-Link AC N-Link AC N-Link AC
N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM
(_ NRing#2 ) (_ N-Ring#3 ) ( N-Ring#4
N-Ring . N-Ring N-Ring 3 N-Ring N-Ring X N-Ring
Auto M'\;riinger - Auto Auto  |— M’\ellr?an%r - Auto Auto | M’\e‘;\ri\n%r - Auto
Member 9 Member Member 9 Member Member 9 Member

Configuration Notes:

The Master and Slave must be part of tARINg topology.

If using default configuration choices, the administrator only needs to configuiéLink Master.

The N-Link Slave and both Coupler switches will autetect any needed configuration.

If not using default configuration choices, the administrator may also need to configure the Default
Coupler port on the NLink Slave.

There must be direct link between the Master and Slave Control ports. Use of media converters or
other switches is not supported.

There must be a direct link between the Master and Slave Partner ports. Use of media converters
other switches is not supported.

Theremust be at least one other switch, besides the Master and Slave, that sujhpoktemNthe

N-Ring. If there aranultiple Master/Slave devices on the samRIiNg, then there must be elN-

Link aware, but nosparticipant, between each Master/Slave paithenN-Ring.

N-Link will only support a single point of failure. Multiple points of failure and misconfiguration
arenot supported and mayause a networktorm under some circumstances.

Configuration Stepsto redundantly couple 2 NRing networks:

1.
2.
3.

No ok

Ensurethe Coupler and Control cables are disconnected at this point.

Get Both NRings working with a status of OK.

Configure NLink Slave: Ensure that the-Nnk Slave is set to Auto Configure and select a Default
Coupler Port. Save Configuration.

Configure NLink Master: Select the Control and Coupler ports. Save the Configuration.
Connect the Control Link cabl e. Ensure that
Connect the Coupler Link cables.

Check NLink status by selecting the-Nnk StatusView page.
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N-Link i Configuration, Cont i nuedé

The Configuration tab under thelNink category will display the configuration settings. By default, N
Link is in Auto Configure mode and will usedTas the Default Coupler port.

N-Link Configuration View

N-Link Meode Auto Confizure

Default Coupler Pore T4

[ Maodify ] [ Refresh ]

Following the Modifybutton on the above example, the administrator will see a list of configurable fields
for the N-Link configuration, as below

Modify N-Link Configuration

N-Link Made || Auto Configure

Defanlt Coupler Port | T4 w

[ Update ][ Cancel ]

The port configured as the Default Coupler Port will be used as the Standby Coupler port if the switch
detects an NLink Maste and becomes an-Nnk Slave.

Once these fields are filled in to meet the nee
clicking the Update button at the bottom of the page.
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N-Link i Configuration, Cont i nuedé

The-Lid Mk Momtefdwo chseices, as below:

Modify N-Link Configuration

Master

Default Coupler Port | T4

[ Update H Cancel ]

N-Link Mode || Auto Configure w

fN-Li nk mode i s
Primary Coupler Port (default:4i).

ifiMaster o,

t re¢ha ConttoldPoria(akfawilt:B) iarsl the at o r

Modify N-Link Configuration

N-Link Maode | | Master

Control Port || T2

Primary Coupler Port | T4

[ Update H Cancel ]

Once these fields are filled

clicking the Update button at the bottom of the page.

(Revised 2014/-30)

i ork, th@changeg may belsa/ediye e
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N-Link T Status

The Status tab under thellihk category will display the NLink status.

If theswitch is an NLink Master or Slave, thiollowing switch status angartnerstatus information will be
shown. Fields with aed backgroud designate a fault condition.

State: Current NLink mode of switch.

Control Port: The port being used to convey control information. There must |
direct link between the Master anth@ Control ports. Use of mec
converters or other switches is not supported.

Partner Port: The port being used for normal communication between thak
Master and NLink Slave switch. There must be a direct link betw
the Master and Slave Partrparts. Use of media converters or ott
switches is not supported. This port will be detected automatica

Coupler Port: The port being used to establish a redundant path for ethernet (
transmission.

Coupler Port State: Blocking, Forwarding.

Status: No errors will show "OK", otherwise a description of the Faults
detected.

N-Link Partner Information

State: Current NLink mode of switch.

MAC: The MAC Address of the Nlink Partner switch.

Coupler Port State: Blocking, Forwarding.

Status: No erors will show "OK", otherwise a description of the Faults
detected.

If switch is an NLink Auto Configure and not a Slave, the Coupler pdknown,will be shown.
N-Link State: Current NLink mode of switch.

Coupler Port: The port used to establistredundant path f&thernetdata
transmission. This port will be detected automatically.

Below is an example of Mink Status from a switch in defaults {Nnk Auto Configure) that is not an
N-Link Master and has not become a+Lik Slave or an NLink Coupler:

N-Link Status View

N-Link State Auto Confizure
Coupler Port (MNone)
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N-Link 7 Status,Cont i nuedé

Below is an example of Mink Status from an NLink Coupler switch:

N-Link Status View

N-Link State Auto Confizure
Coupler Port TXH4

Below is an example of link Status from an NLink Master switch:

N-Link Status View

State Master
Control Port T3
Partner Port TX1
Coupler Port TXH4
Coupler Port State | Forwarding
Status  OK

State | Slave

MAC 00:07:affe:afcd
Coupler Port State Elocking

Status 0K
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N-Link 7 Status,Cont i nuedé

Below is an example of Mink Status fron an NLink Slave switch:

Below is an example of Mlink Status from an NLink Master and Slave where the Primary Coupler link is
broken:

(Revised 20147-30) Page99 of 158




















































































































































































