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The software described in this manual is furnished under a license agreement and
may be used only in accordance with the terms of that agreement.

Copyright Notice

Copyright [0 2002 Moxa Technologies Co., Ltd.
All rights reserved.
Reproduction without permission is prohibited.

Trademarks

MOXA is a registered trademark of Moxa Technologies Co., Ltd.
All other trademarks or registered marks in this manual belong to their respective
manufacturers.

Disclaimer

Information in this document is subject to change without notice and does not
represent a commitment on the part of Moxa.

Moxa provides this document “as is”, without warranty of any kind, either
expressed or implied, including, but not limited to, the particular purpose. Moxa
reserves the right to make improvements and/or changes to this manual or the
product(s) and/or program(s) described herein at any time.

Information provided in this manual is intended to be accurate and reliable.
However, Moxa Technologies assumes no responsibility for its use, or for any
infringements on the rights of fourth parties which may result from its use.

This manual could include unintentional technical or typographical errors.
Changes are periodically made to the information herein, with the changes
incorporated into new editions of the publication.



MOXA Internet Services

Customer satisfaction is our number one concern. To ensure that customers
receive the full benefit of our products, Moxa Internet Services has been set up to
provide technical support, driver updates, product information, and user’s
manual updates.

The following services are provided:

E-mail for technical support

address:  support@moxa.com.tw

FTP site for free driver updates

address:  ftp://ftp.moxa.com

or ftp://ftp.moxa.com.tw

user ID:  fip

password:  your email address

World Wide Web (WWW) site for product information

address:  http://www.moxa.com

or  http://www.moxa.com.tw
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Installation and Configuration

Server Configuration

The following figure shows the basic parameters that must be set up before you
can begin using your NPort Server. Refer to the table below the figure for details
on the meaning of each parameter.
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Server Configuration

Setting Value Notes Necessity

Server Model DE-xxx Set at the factory. -—-

This option is particularly
useful when needing to

Server Name alpha-numeric specify the location or use of Optional
several different servers.
Serial Number alpha-numeric Set at the factory ---
Selecting the enable option
DHCP Disable/enable allows a DHCP Server to Optional

automatically assign the
server’s IP address.




Ethernet Status . Indicating the Ethernet i
connection status

The MAC (Media Access
MAC Address 48-bit number | Control) address is a unique -
identifier set at the factory.

32-bit number, | The IP (Internet Protocol)

IP Address default = address identifies the server | Required
192.168.127.254| on the TCP/IP network.
32-bit number, Identifies the server as
Netmask default = belonging to a Class A, B, or| Required
255.255.255.0 C network
IP address of the router that
Gateway 32-bit number provides network access Required
outside the server’s LAN.
Password alpha-numeric Console password Optional

Choosing the Proper Operation Mode

In this section, we describe the various device server operation modes. The
options include operation modes that use a driver installed on the host computer,
operation modes that rely on TCP/IP socket programming concepts, and
operation modes that typically involve communication between pairs of
appropriately configured device servers.

Host Based Mode

Host Based Mode uses a Moxa supplied driver that establishes a transparent
connection between host and serial device by creating a virtual local COM port
on the host computer for each of the serial device server’s serial ports. The
important point is that Host Based Mode allows users to continue using
RS-232/422/485 serial communications software that was written for pure serial
communications applications. The driver intercepts data sent to the host’s COM
port, packs it into a TCP/IP packet, and then redirects it through the hosts
Ethernet card. At the other end of the connection, NPort Server accepts the
Ethernet frames, unpacks the TCP/IP packet, and then transparently sends it to
the appropriate serial device attached to one of the device server’s serial ports.




Single Host Mode

Single Host Mode is a natural extension of the host-to-device setup in which a
serial device, such as a card reader, is connected directly to a PC’s COM port.
That is, one host is given the right to connect to the device server’s attached
serial devices, and data acquisition and control of these devices is limited to this
one host. Single Host Mode is characterized by the following:

1. Single Host Mode restricts access control of the Device Server to only one
host.

2. When using Single Host Mode, be sure to use Password Protection to
guarantee secure access control by the host computer.

|:| NOTE: Any networked host has the power to wrest control of an NPort
Server configured for Single Host Mode that is not password
protected. Once a second host adds control of the NPort Server to
its own system, the original host will thenceforth be denied access
to the NPort Server.

Fig. 1: Host Based Mode—Single Host Mode

Figure 1 illustrates a Host Based Mode topology that consists of one host, a
2-port NPort Server Lite, and a 16-port NPort Server Pro. For this type of setup,
the one host is able to control the serial ports of up to 18 different serial devices
located at two different sites.



Custom Mode

Custom Mode allows for more advanced communications topologies between
remote hosts and serial devices connected to one or more NPort device servers.
Using this operation mode, it is possible for several hosts to divide usage of a
multiport device server’s ports, or share the same port belonging to one
particular device server. Custom Mode is characterized by the following:

1. Custom Mode allows several hosts to have access control of the same NPort
Server.

2. When using Custom Mode, the system administrator can use NPort Manager
to easily adjust the Access Control Table to control which hosts have access

to which ports.

Fig. 2: Host Based Mode—Custom Mode

Figure 2 illustrates a Host Based Mode topology that consists of two hosts that
share access to serial devices via one NPort Server Pro. In this case, half of the
NPort Server’s ports are relegated to Host A, and the other half are relegated to
Host B.



Pair Connection Mode (DE-301/331 Only)

Pair Connection Mode employs two 1-port NPort Servers in tandem, and can be
used to remove the 15 meter distance limitation imposed by the RS-232 interface.
One NPort Server is connected from its RS-232 port to the COM port of the PC
or other type of computer, such as hand-held PDAs that have a serial port, and

the serial device is connected to the RS-232 port of the other NPort Server. The
two NPort Servers are then connected to each other, both are connected to the
same LAN, or in a more advanced setup, they communicate with each other over
a WAN (i.e., through one or more routers). Pair Connection Mode can not only
transparently transfer data, but also transparently transfer the full modem signal
control between the two NPort Servers.

Fig. 3: Pair Connection Mode

Figure 3 illustrates a Pair Connection Mode topology that consists of two NPort
Servers used to provide access to a serial device (in this case, the PLC). This
example illustrates that access to the serial device can be provided to non-PC
hosts, such as the Writer shown in the figure.
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Pair Connection (Master)

Setting

Value

Notes

Necessity

Remote IP address

valid IP

IP address of another NPort
Server (configured for Pair
Connection (Slave) mode)
with which this NPort Server
can request a connection.

Required

TCP alive check time

TCP connection is never
closed by this device.

1 —99 min.

TCP connection is
automatically closed by this
device if there is no TCP
activity for the given time.

Optional

Pair Connection (Slave)

Setting

Value

Notes

Necessity

Remote IP address

valid IP

Allows contact with only the
specified remote IP address.

blank

Allows contact with any
remote Master.

Optional

TCP alive check time

0

TCP connection is never
closed by this device.

1 —99 min.

TCP connection is
automatically closed by this
device if there is no TCP
activity for the given time.

Optional




Raw Connection Mode

Raw Connection Mode consists of three different operation modes: TCP Server,
TCP Client, and UDP Server/Client. Keep in mind that the main differences
between TCP and UDP is that TCP guarantees delivery of data by requiring that
the recipient sends an acknowledgement to the sender. UDP does not require this
type of verification, making it possible to offer speedier delivery. UDP also
allows multicasting of data to groups of IP addresses.

TCP Server

RAW Connection (TCP Server) operation mode is designed for use with serial
devices that act as servers. That is, they passively wait for other devices to
contact them and request that a TCP connection be established between the two
devices. It also means that your application software acts as a Client, in that it
can actively poll remote serial devices.
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Note that leaving the Destination IP address option blank allows any remote
networked device to request a connection. Inputting one IP address for this
option means that only a remote device with that IP address is allowed to
establish a TCP connection. We should also point out that the Delimiter 1,
Delimiter 2, and Force transmit options are used to activate the optional Data
Packing function.
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RAW Connection (TCP Server)

Setting Value Notes Necessity
The TCP port that other
: devices must use to contact
TCP port Vahiport this device. To avoid conflicts | Required
number with standard TCP ports, the
default is set to 4001.
. Allows contact with only the
o valid IP specified remote IP address. i
Destination IP addr - Optional
blank Allows contact with any
remote networked device.
ASCII code  |Once the NPort Server
Delimiter 1 (Hex) for the 1% receives both delimiters Optional
delimiter through its serial port, it
immediately packs all data
currently in its buffer and
sends it out the NPort Server’s
ASCII cogle Ethernet port.
Delimiter 2 (Hex) (fiorl'the.z 2 Note: Delimiter 2 is optional. Optional
elimuter If left blank, then Delimiter 1
alone trips clearing of the
buffer. *
blank (or 0) |Disabled.
Forces the device server’s
Force transmit (ms) TCP/TP protoqol software FO Optional
1 -65535 try to pack serial data received

during the specified time into
the same data frame. *




blank (or 0) |Disabled.

o TCP connection is onal
Inactivity time automatically closed by this Optiona

165535 ms device if the serial port is idle
for the given time.
0 TCP connection is never
closed by this device.
TCP alive check time TCP connection is Optional

. |automatically closed by this
=99 min. |4eVice if there is no TCP
activity for the given time.

* If the size of the received serial data is bigger than 1K, the device server will
automatically pack the data and send it to the Ethernet.

TCP Client

The RAW Connection (TCP Client) operation mode is designed for use with
serial devices that act as clients. That is, they actively request that a TCP
connection be established with another device.
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Note that the Destination IP address is a required option. This means that the
device can only be set up to request service from one remote networked device.
We should also point out that the Delimiter 1, Delimiter 2, and Force transmit
options are used to activate the optional Data Packing function.
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RAW Connection (TCP Client)

Setting Value Notes Necessity
Allows connection with only
Destination IP addr |valid IP the specified remote IP Required
address.
Specific TCP port through
valid port which the remote IP address is| Regquired
TCP port number listening over the TCP a
connection.
Attempts to establish a TCP
Startup connection as soon as the
device server is powered on.
TCP connect Attempts to establish a TCP Required
Any connection as soon as the
Character device server starts receiving
serial data.
ASCII che Once the NPort Server .
Delimiter 1 (Hex) for the I |receives both delimiters Optional
delimiter through its serial port, it
immediately packs all data
currently in its buffer and
sends it out the NPort Server’s
ASCII co;ie Ethernet port. Obtional
. n iona
Delimiter 2 (Hex) for.th§ 2 Note: Delimiter 2 is optional. P
delimiter

If left blank, then Delimiter 1
alone trips clearing of the
buffer. *
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Force transmit (ms)

blank (or 0)

Disabled.

1 -65535

Forces the device server’s
TCP/IP protocol software to
try to pack serial data received
during the specified time into
the same data frame. *

Optional

Inactivity time

blank (or 0)

Disabled.

1 —65535 ms

TCP connection is
automatically closed by this
device if the serial port is idle
for the given time.

Optional

TCP alive check time

TCP connection is not closed
due to an idle serial line.

1 —99 min.

TCP connection is
automatically closed by this
device if there is no TCP
activity for the given time.

Optional

* If the size of the received serial data is bigger than 1K, the device server will
automatically pack the data and send it to the Ethernet.
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UDP Server/Client

The UDP Server/Client operation mode is designed for applications that need
speedier data transmission, or that make use of UDP’s broadcast and multi-cast
capabilities. Keep in mind that using UDP differs from TCP, in that a UDP
transmission does not first require a connection to be opened before sending data,
and the receiving party does not issue acknowledgements to the sender.
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We should point out that the Delimiter 1, Delimiter 2, and Force transmit
options are used to activate the optional Data Packing function.
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RAW Connection (Server/Client)

Setting [Value [Notes | Necessity
(serial to LAN)
Dest. IP addr 1 A host or a |Data is sent from NPort to these | Required
Dest. IP addr 2 group of  |remote [P addresses. Optional
Dest. IP addr 3 hosts. Optional
Dest. IP addr 4 Optional
(LAN to serial)
Src. IP addr 1 A host or a |Allows receipt of data from only | Optional
Src. IP addr 2 group of |these specified remote IP Optional
Src. IP addr 3 hosts. addresses. Optional
Src. IP addr 4 Optional
valid port |Used by the device server to
Local Listen Port number listen for data coming in over the | Required
Ethernet line.
o ASCII Cfide Once the NPort Server receives '
Delimiter 1 (Hex) for the 1™  |both delimiters through its serial | Optional
delimiter  |port, it immediately packs all
data currently in its buffer and
sends it out the NPort Server’s
ASCII cogle Ethernet port.
Delimiter 2 (Hex) (fiorllthe.: 2 Note: Delimiter 2 is optional. If Optional
elimiter left blank, then Delimiter 1 alone
trips clearing of the buffer. *
blank .
(or 0) Disabled.
) Forces the device server’s )
Force transmit (ms) TCP/IP protocol software to try | Optional
1 — 65535 |to pack serial data received
during the specified time into the
same data frame.
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